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Abstract—JavaScript (JS) sandboxing plays a crucial role
in ensuring the integrity of web services by establishing
safe execution environments for untrusted JS code. While
numerous sandbox frameworks have been proposed, few
studies have systematically explored methods for identifying
sandbox-escaping bugs. Prior work developed automated
systems to find such bugs, but their reliance on regression
test suites inherently restricts comprehensive exploration of
complex attack vectors.

We present SandVenture, a JS sandbox fuzzer that gen-
erates diverse inputs guided by concrete objectives designed
to break the security guarantees enforced by the sandbox
under test. We introduce novel and systematic ways of
generating and mutating JS inputs driven by two objectives:
(1) referencing a comprehensive set of accessible built-in ob-
jects in diverse contexts and (2) exploiting interface bridges
between the sandbox host and guest code. SandVenture
successfully discovered 85 sandbox-escaping bugs, including
four CVEs, in 11 sandboxes. Compared to prior work, Sand-
Venture found 31% more bugs, demonstrating the efficacy of
objective-driven input generation in vulnerability discovery.

Index Terms—JS sandbox escaping, JS sandbox fuzzing,
objective-driven input generation

1. Introduction

Modern web applications make use of cross-origin
resources, including JavaScript (JS) snippets from third
parties to implement content-rich and responsive web
services. A total of 88.45% of the Alexa top 10,000 sites
include at least one third-party script [1], and 85% of
the top one million sites include an average of 19 third-
party JS snippets from various domains [2]. Moreover,
an increasing number of server-side Node.js applications
support the execution of user-provided JS snippets. For
instance, platform as a service (PaaS) [3], [4] provides an
execution environment where users run arbitrary JS code
in the Node.js cloud.

Unfortunately, this growing trend of deploying user-
provided or third-party JS snippets exacerbates security
risks, particularly regarding the integrity of these scripts;
the adversary is able to provide malicious scripts that
harvest and exploit sensitive first-party resources. This is
possible because these scripts run from the same origin
as the first-party context, granting them full privileges to
access sensitive resources [1], [5], [6], [7].

To mitigate the potential security risks that untrusted
JS code poses, security developers and researchers have

introduced the concept of JS sandboxing. JS sandboxing
involves isolating the execution of untrusted JS code from
the execution environment of trusted JS code. Specifically,
JS sandboxing involves host and guest code: (1) host
code refers to a trusted JS snippet that establishes the
sandboxing environment, and (2) guest code refers to an
untrusted JS snippet that needs to be sandboxed.

Numerous studies and existing JS sandbox frameworks
have proposed diverse ways of isolating the execution
environment for guest code using various isolation prim-
itives [8], [9], [10], [11], [12]. They have been deployed
for various purposes such as JS playground [13], [14],
page rendering [15], application development [16], an on-
line game [17], custom crawler [18], and malware analy-
sis [19]. Three major sandbox frameworks, SES, vm2, and
isolated-vm, are downloaded 500K times per week, which
demonstrates the high demand for JS sandboxing [20],
[21], [22].

JS sandbox frameworks are designed to enforce a
security property in which the execution of guest code
should not result in unauthorized access to host resources.
When a sandbox policy permits access to a limited set of
host resources, the guest code must be strictly confined to
accessing and manipulating only those that are explicitly
allowed.

However, numerous sandbox-escaping bugs have been
reported, each of which enables guest code to break the
security promise of its underlying sandbox [23], [24], [25].
The systematic identification of such bugs is imperative
for evaluating and improving the security of sandbox
frameworks.

Recently, AlHamdan and Staicu [26] presented Sand-
Driller, the first approach to test JS sandbox frameworks.
SandDriller leverages existing regression JS tests as a seed
set. For each seed file, it attempts prototype pollution
on all references (e.g., variables) as an oracle check to
detect any foreign references. However, this approach is
inherently limited by its reliance on the built-in objects
present in the original seed files. As a result, it cannot
explore unseen or deeply nested references, leading to a
restricted search space.

In this paper, we propose a novel input generation
technique guided by concrete objectives. These objectives
are designed to generate JS inputs with explicit intent to
escape sandbox restrictions. In particular, our approach
combines both generational and mutational strategies to
prepare a more comprehensive set of JS inputs that target
various corner cases of sandbox enforcement logic.

To define concrete objectives for sandbox testing, we
asked the following questions: Are there any similar pat-
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terns in sandbox-breaking JS exploits? If so, how can
one leverage those patterns to systematically generate JS
test inputs breaking JS sandbox frameworks? To answer
these questions, we conducted a qualitative analysis of 67
known vulnerabilities and their corresponding proof-of-
concept (PoC) exploits.

We observed that 74% of PoC exploits share one
pattern in which a sandbox-breaking exploit often ref-
erences a built-in object whose prototype chain holds
the references to host resources. The adversary obtains a
built-in object reference and then attempts to access host
resources by exhaustively referencing all the reference
paths that lie in a prototype chain stemming from this
built-in object reference. Also, we found that 26% of
PoC exploits exhibited another new pattern: a sandbox-
breaking exploit often leverages a host-guest bridge to
inject elements that embed JS code or invoke the built-in
functions allowing for JS execution.

To address the first observation, we define the first
objective in which the test inputs should exploit references
to a comprehensive set of built-in objects accessible from
guest code and then perform prototype pollution on each
of those built-in object references. For the second observa-
tion, we devise another new objective: test inputs should
attempt to inject all HTML elements that can embed JS
code and invoke all built-in functions that execute JS
code. To this end, we reference the ECMAScript standard,
known Cross-Site Scripting (XSS) payloads, and XSS
cheat sheets to cover all known ways for embedding JS
code via HTML elements and invoking functions capable
of executing JS code.

To demonstrate a proof of concept that implements
these generation strategies, in this paper, we propose Sand-
Venture, a fuzzing framework designed to find sandbox-
escaping bugs. Given a JS sandbox framework and seed
corpus, SandVenture generates JS tests, each of which
abuses guest-accessible built-in objects or host-guest in-
terfaces to inject JS code into the host execution context
according to the aforementioned two objectives. SandVen-
ture employs both generational and mutational fuzzing: it
first generates diverse JS inputs based on six input gen-
eration strategies, then mutates these inputs with the seed
corpus to maximize the chances of uncovering sandbox-
escaping bugs.

We evaluated SandVenture on 11 sandbox frameworks.
We performed six testing campaigns; all rounds lasted
24 hours in total. SandVenture found 85 previously unre-
ported bugs, including four CVEs, each of which breaks
the security property the sandbox was intended to enforce.
Our experiment also shows that SandVenture discovers
31% more unique bugs than SandDriller under the same
time and seed input conditions.

In summary, this paper makes the following contribu-
tions:

1. We conduct a systematic study on 67 known
sandbox-escaping bugs, leading to two observations
about common patterns in JS inputs.

2. We propose a novel input generation algorithm
that (a) references diverse built-in objects and (b) abuses
guest-host bridges, leading to the discovery of 85 previ-
ously unreported bugs, including four CVEs. Eleven of
them have been patched, with SES awarding a bounty
of 5,000 USD.

3. We design and implement SandVenture, a JS sand-
box fuzzing tool based on these objectives. Our tool is
available in our repository (§F).

2. Background

2.1. JavaScript Sandboxing

JS sandboxing is a technique that establishes an iso-
lated execution environment to run JS code snippets [8],
[9], [10], [11], [12]. A first-party website confines the
execution behaviors of untrusted advertising JS code via
sandboxing [9], [11]. For example, MetaMask (a Web3
crypto wallet reporting 30M monthly users in 2025 [27])
runs third-party plugin programs in an SES sandbox [28]
to isolate them from the wallet application. Furthermore,
a server-side web application often uses JS sandboxing
to run user-provided JS code to compute the execution
result. For instance, isolated-vm [29] is used to isolate
user-provided JS code in an online game [17] and a search
service provider [18].

Existing sandboxing techniques are categorized into
runtime-based and language-based isolation methods [9],
[30], [31], [32]. Runtime-based isolation leverages sys-
tem primitives that enable the isolation of an execu-
tion environment, such as process [30], web worker [9],
[31], or origin-separated iframe [32], [33]. In contrast,
language-based isolation implements lightweight confine-
ment mechanisms, creating an isolated JS scope with a
set of accessible but limited built-in objects.

JS sandboxing frameworks can also be categorized
into server-side and client-side frameworks based on their
deployment side. Server-side sandboxes confine given JS
code within server-side Node.js applications, while client-
side frameworks create a sandboxing environment in
browsers in which the HTML content is rendered. Existing
sandboxing frameworks support either or both deployment
sides; vm2 [34] is a server-side sandboxing framework for
Node.js applications, while SES [28] supports both sides
to confine arbitrary JS code.
Notation. In a JS sandboxing framework, the first party
that establishes a sandboxing environment is the host
party. A trusted JS snippet from this host party is the host
code, while an untrusted JS snippet that should be run
within a sandboxing environment is the guest code. The
host party sets a sandboxing policy that defines read/write
privileges for APIs and built-in objects accessible from
the guest code. This policy can be represented as a list of
key-value pairs, where the key indicates a built-in function
or an object accessible from the guest code, and the value
describes the read/write privilege for the built-in function
or object that the corresponding key indicates.

Most sandboxing frameworks are designed to establish
an isolated scope for the guest code, explicitly preventing
it from accessing the host code. A scope refers to an
execution context in which values and expressions are
visible or can be referenced [35]. In the context of JS
sandboxing, the built-in objects and functions available to
guest code may vary depending on the scope. For instance,
the default scope in vm2, a server-side sandbox, exposes
a different set of built-in objects and functions than Tree-
House, which is a client-side sandbox implemented as a
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1 const {VM} = require("vm2");
2 let vmInstance = new VM();
3 const guest_code = ‘
4 let proc = require(‘child_process’);
5 proc.execSync(‘[arbitrary shell command]’); ’
6 vmInstance.run(guest_code)
7 // Error: Unable to access require() from guest scope

Figure 1: Example of sandboxing JS code using vm2.

1 <html>
2 <script src="treehouse/lib/require.js"></script>
3 // Error: Unable to access document from guest scope
4 <script type="text/x-treehouse-javascript"
5 treehouse-sandbox-name="worker1"
6 src="third-party.js"
7 ></script>
8 </html>

(a) Host code.

1 document.cookie =
2 "flag=flag"

(b) Guest code
(third-party.js).

Figure 2: Example of sandboxing JS code using Tree-
House.

research prototype [9]. The term built-in object refers to
a JS object accessible from the global scope [36]. This
definition also covers JS objects that can be accessible
by iteratively referencing the global object and its pre-
decessors or ancestors, composing a reference path (e.g.,
global.Proxy and global.Object.name).
Sandbox objective. AlHamdan and Staicu summarized
four security objectives (i.e., preventing side effects, re-
stricting privileged operations, blocking the main loop,
and preventing crashes) that existing sandboxes are de-
signed to attain [26]. However, the most important security
property is that the guest code should be unable to access
(read or write) host resources that are not allowed by a
given sandboxing policy.

Figure 1 shows a JS snippet using vm2, a server-side
sandboxing library. The host code in Lines 1–3 prepares
a sandboxing environment in which the guest code in
Lines 4–5 runs on Line 6. Figure 2 also shows the isolation
of the guest code in the host HTML instance (Lines 4–
7 in Figure 2a) using TreeHouse, a client-side sandbox.
The host code specifies no policy, thus allowing no access
to any host resources by default. Therefore, accessing the
require function or document object from guest code
that exists in the host scope (e.g., Line 4 of Figure 1 or
Line 1 of Figure 2b) should be blocked by the underlying
sandbox.

2.2. Sandbox-escaping Bug

A bug in a JS sandbox poses a serious security
threat. Consider a site operator who deploys a sandbox
framework that forbids access to host objects by a given
sandboxing policy. A sandbox-escaping bug may allow
the adversary to access host objects, which obsoletes the
need to deploy sandbox frameworks. For example, an
adversary (i.e., a malicious third-party JS provider) is able
to execute arbitrary commands on the server side using
the require function, leading to remote code execution,
or manipulate document cookies on the browser side by
accessing the document.cookie object.

The guest code in Figure 3 triggers a vulnerability in
vm2 that allows the guest code to access host resources.
The JS code in Line 1 obtains a Promise built-in object
by calling the import function. Note that this object is
referenced as a host object because vm2 did not properly

1 let ret = import("XX");
2 ret.constructor.constructor(‘return process’)().main
3 Module.require(‘child_process’).execSync(‘[command]’);

Figure 3: Guest code triggering a sandbox-escaping bug
(CVE-2021-23449) in vm2.

1 const {VM} = require("vm2");
2 let vmInstance = new VM();
3 const guest_code = ‘
4 try {
5 function recursive() {
6 Error().stack;
7 recursive();
8 };
9 recursive();

10 } catch (referenced_obj) {
11 referenced_obj.constructor.constructor(‘return
12 process’)().mainModule.require(‘child_process’).
13 execSync(‘[arbitrary shell command]’);} ’
14 vmInstance.run(guest_code)

Figure 4: Sandbox-escaping vulnerability (CVE-2021-
23555) in vm2 reflecting observation 1.

wrap it as a guest object. Lines 2–3 then access its
root prototype, which returns the process object in the
host execution environment. This immediately violates the
aforementioned security objective, breaking the security
guarantee of JS sandboxing, and allowing the adversary
to execute arbitrary commands.
Prototype chain. Following the ECMAScript standard,
every JS object has its own prototype chain that starts
from its prototype object to the root prototype (i.e.,
Object.prototype) [37]. There are traditionally two
prototype pollution patterns: one through __proto__
and the other through constructor [38], [39], [40],
[41], [42]. Given an object instance, accessing the
__proto__ property gives a reference to its prototype
object, and traversing the prototype chain of this given
object enables us to reference all prototype ancestors.
On the other hand, given an object instance, accessing
the constructor property returns a reference to the
constructor function that creates the instance object [43].
Also, the __proto__ property of this constructor returns
the prototype of the given object instance. Therefore, the
combinations of the prototype and constructor references
enable the exploration of diverse JS objects.

3. Motivation

3.1. Preliminary Study

Is there a common pattern in JS exploits that triggers
sandbox-escaping bugs? How can we leverage such a
pattern to generate JS inputs that lead to the discovery
of sandbox-escaping bugs? To answer these questions, we
conducted a qualitative study and analyzed 67 sandbox
bugs, including 18 CVEs, that break the security promise
held by various sandbox frameworks. As a result, we de-
rived two key observations about sandbox-escaping bugs.

We argue that our two observations are general
enough, since we have conducted a best-effort collection
and analysis of all sandbox-escaping bugs reported be-
tween 2009 and 2025. In Appendix, we present details
of the studied 67 vulnerabilities, along with their pat-
terns (§A).
Observation 1. We found that 49 out of the 67 sandbox
bugs (74%) were caused by allowing guest code to obtain
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1 let div = document.createElement("div")
2 div.style = "background-image:
3 url(javascript:document.cookie=‘flag=flag’)"
4 document.body.appendChild(div)

Figure 5: Sandbox-escaping vulnerability (SecurityAdvi-
sory20120502) in Caja reflecting observation 2 (guest
code).

built-in object references of which the prototype chains
contain a reference path to host resources, thus escaping
the sandbox confinement. To trigger these 49 bugs, the
guest code typically follows a two-step process. It starts
by obtaining a reference to a built-in object by accessing
it in the guest scope, invoking built-in functions (e.g.,
import() in Figure 3), or referencing error objects
triggered by exceptions. Then, it traverses the prototype
chain of the obtained object to access host-level resources.

Figure 4 shows a POC exploit exhibiting this com-
mon pattern. In particular, while calling the recursive
function defined in Line 5 recursively through Line 7,
the calling contexts are accumulated on the call stack,
and the contents of the stack are continuously returned
through Line 6. In the end, the size of the stack continues
to increase, resulting in an error object, RangeError
(referenced_obj in Line 10), which allows access to
the scope of the host code.

While specific built-in objects that are exploited may
vary depending on the target CVEs and sandbox frame-
works, we observed that there is a common pattern of
leveraging accessible built-in objects. Other PoC exploits
may reference other built-in objects that could hold a path
to the host scope. We further categorize such JS objects
in §4.

Observation 1. Sandbox-breaking often involves obtain-
ing a built-in object reference of which the prototype
chain holds a reference leading to the scope of host
code.

Observation 2. We conducted further analysis and found
that 18 out of the 67 bugs (26%) involve guest code
executing arbitrary JS code in the host scope by exploiting
the interfaces allowed by a given sandbox policy. This
is typically achieved by injecting HTML elements that
contain JS code into the host environment via host-guest
bridges. The sandbox frameworks should have prevented
the injection of such HTML elements, but due to short-
comings in checking the various methods of embedding
JS code into HTML elements, the sandbox objective is
compromised. In addition, we observed that a permissive
sandbox policy allowing the invocation of built-in func-
tions enables the guest code to execute arbitrary JS code
in the host scope.

Figure 5 shows a PoC exploit targeting a client-side
sandbox. Google Caja [44], an archived client sandbox,
had a policy that allows guest code to write URLs to
a style attribute. An attacker can abuse this policy to
execute arbitrary JS code in the host context by redirecting
to a javascript: URL through this attribute (Line 3).

Observation 2. Client-side sandbox breaking often in-
volves exploiting a host-guest bridge that enables in-
jecting HTML elements embedding JS code or invoking
built-in functions that enable JS execution.

GENERATOR

Seed
Files

JS

Referencing 
accessible objects 

Strategy 1

Accessing 
error objects 

Strategy 2

Injecting
HTML elements 

Strategy 4

Triggering 
scope chain

Strategy 5

EXECUTOR

Sandbox
Bugs

JS Sandbox

Test JS Inputs

Browser

Node.js

Test JS

Test JS

Accessing run-time
monitoring object 

Strategy 3
Invoking 

policy-allowed APIs

Strategy 6

Figure 6: SandVenture architecture.

3.2. Limitations of Previous Work

Despite the importance and widespread adoption of JS
sandbox frameworks, little research has been conducted
on identifying their security flaws. Recent work [26] pro-
posed SandDriller, the first JS sandbox testing framework
tailored to test language-based sandboxes. It leverages the
ECMAScript conformance test and V8 unit tests as a seed
set. In particular, it interposes the oracle checks on all the
references (e.g., return values) in the seed file to detect any
foreign references. For example, if one of the testing JS
codes is var ret = func(), SandDriller instruments
the ret object to examine whether a foreign prototype
chain can be made from it. By applying this method to
six sandbox libraries, SandDriller identified 12 sandbox-
escaping bugs.

Unfortunately, this approach has two key limitations.
First, its effectiveness heavily depends on the built-in
objects referenced in the original seed files. Since Sand-
Driller only performs oracle checks on built-in objects
in the given JS tests, it may miss vulnerabilities that
involve less common or deeply nested objects. Second,
it cannot detect vulnerabilities that occur through HTML
injection, such as embedding JS code into DOM elements
(Figure 5). This is because regression test cases, which
SandDriller relies on, are limited to standalone JS snippets
and do not cover HTML documents that embed JS code.
Notably, such client-side attack vectors account for 26%
of the reported bugs in our preliminary study.
Our approach. To address these limitations, we propose
SandVenture, a novel fuzzing framework for discovering
sandbox-escaping bugs. SandVenture is guided by con-
crete input generation objectives derived from our obser-
vations in a preliminary study (§3.1). In particular, Sand-
Venture expands the testing scope in two key directions.
First, it automatically explores diverse reference paths to
built-in objects which increases the chance of discovering
overlooked vulnerabilities. In addition, it implements mu-
tational strategies to systematically generate a wide range
of JS test inputs beyond those found in regression test
suites. Second, it extends the testing to client-side sandbox
frameworks by injecting HTML elements that embed JS
code from within guest JS inputs, enabling the detection
of HTML-based sandbox escapes.

4. Design

SandVenture takes in a sandbox under test and JS
seed files. It then initiates a fuzzing campaign. During
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the campaign, SandVenture generates a set of adversar-
ial guest code (i.e., JS inputs) by following the input
generation strategies that reflect our observations (§3.1).
Each generated guest code attempts to bypass sandbox
protection such that the sandbox under testing allows this
JS input to access the host resources. Once the campaign
is over, SandVenture reports a set of JS inputs that trigger
sandbox-escaping vulnerabilities.

Figure 6 shows an overview of SandVenture. It con-
sists of two components: the GENERATOR and EXECU-
TOR. At a high level, these components work together to
conduct two steps: (1) the GENERATOR generates a set of
JS inputs according to six generation strategies (§4.1), and
(2) the EXECUTOR coordinates the testing of a client- or
server-side sandbox to execute each JS input in the sand-
box context of the browser or Node.js environment (§4.3).
The EXECUTOR also checks that each testing JS input
tampers with the host scope to confirm identified bugs in
the sandbox under testing.

4.1. GENERATOR

The GENERATOR creates a set of JS inputs, each
of which is a guest code for sandbox testing. Our goal
here is to generate diverse forms of guest JS inputs
that reflect our two observations (§3.1). Specifically, we
define two objectives for sandbox testing, which reflect the
observations: (1) obtaining references of diverse sandbox
or browser built-in objects and (2) injecting JS code via
policy-allowed bridges.

4.1.1. Objective 1: Referencing Diverse Built-in Ob-
jects. Our objective is to generate a set of JS inputs that
reference diverse built-in objects. Specifically, we propose
three generation strategies, each of which is designed
to populate a different category of built-in objects. For
each strategy, the GENERATOR creates a set of JS inputs
by following the selected strategy. For each generated
JS snippet, GENERATOR wraps the guest code with a
validation snippet that corresponds to each strategy, as
shown in Table 1. Note that those validation scripts are
later used by the bug oracle (§4.3) to confirm the presence
of sandbox-escaping bugs. We summarize three generation
strategies below.
Strategy 1. Referencing accessible built-in objects. The
first strategy is to reference normal built-in objects that are
accessible from the guest scope. The GENERATOR enu-
merates a set of accessible built-in objects by traversing
the properties from a given root object in a depth-first
manner. By conducting this one-time enumeration process,
the GENERATOR compiles a list of all accessible built-
in objects, each of which is encoded with a reference
path (e.g., global.Object.name) to access its corre-
sponding object. After this one-time enumeration step, the
GENERATOR inserts each generated reference path at the
[GENERATED_SCRIPT] point in the validation script
in the first row of Table 1 (pattern of Figure 3), thus
generating a test input for each reference path.

In detail, the GENERATOR starts by executing an enu-
meration script that enumerates all accessible properties.
The goal of this script is to (1) identify all reference paths
stemming from a given object and (2) check the type and
accessibility of each identified reference path. To achieve

Strategies Wrapping Methods

Strategy 1 let referenced_obj = [GENERATED_SCRIPT]
verify(referenced_obj);

Strategy 2

try {
[GENERATED_SCRIPT]

} catch (referenced_obj) {
verify(referenced_obj);

}

Strategy 3

Error.prepareStackTrace =(e,referenced_obj)=>{
verify(referenced_obj);

}
[GENERATED_SCRIPT]

TABLE 1: Methods for wrapping scripts in Strategies 1,
2, and 3.

this, the script conducts a depth-first traversal from the
global object [45], which is globally accessible from
the guest scope. This object exists in every one of the 11
sandbox frameworks in our benchmarks (§5.1). To identify
accessible properties belonging to this object, the enumer-
ation script invokes the getOwnPropertyNames func-
tion [46] and checks the type of each identified property by
using the typeof operator [47]. When the identified type
is object, it records a reference path to this property
and recursively conducts depth-first traversal from this
identified property. We defined the maximum depth of
traversal as three.

For example, the GENERATOR collects all accessible
built-in objects from the global object as follows:
1 global //root object
2 global.Object //getOwnPropertyNames(global)
3 global.Object.length //getOwnPropertyNames(Object)
4 global.Object.name
5 ...
6 global.Proxy //getOwnPropertyNames(global)
7 global.Proxy.revocable //typeof(revocable)==func
8 global.Proxy.revocable({}, {})
9 global.Proxy.revocable({}, {}).revoke

10 ...

Note that the enumeration script can encounter a
function object while exploring all accessible prop-
erties. In this case, we need to access the properties
of a returning object by invoking this function object
with valid parameters. This enables us to cover built-in
objects reachable via referencing any properties of such
returning objects (e.g., the revoke property in Line 9).
For this, the script obtains the length of the formal pa-
rameters via its length property and assigns one of the
five predefined values [48] for each parameter: ‘test’
(string), 123 (number), true (boolean), {} (object), and
()=>{} (function). The script tries all combinations of
these parameters to invoke the corresponding function ob-
ject without raising errors, which attempts to exhaustively
populate all reference paths containing function calls as
shown in Line 9. If a function call with a particular
combination of arguments does not produce an error (e.g.,
TypeError [49]), the script writes a reference path for
invoking this function and continues the traversal from the
returned object of this function call.

The GENERATOR generates approximately 400K JS
inputs, each of which accesses a different reference path
and wraps this reference path with the validation script,
which vets whether its prototype chain contains a refer-
ence accessing the host scope (§4.3).
Strategy 2. Accessing error objects. The next strategy
is to leverage built-in error objects [50] that a catch
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1 var Realm = require(’realms-shim’);
2 let realm = Realm.makeRootRealm();
3 let guest_code = ‘
4 Error.prepareStackTrace = function (error, stack) {
5 stack.__proto__.__proto__.polluted = ’success’
6 };
7 x; ‘ // ReferenceError: x is not defined
8 realm.evaluate(guest_code);
9 console.log(polluted); // ’success’ is printed

Figure 7: Sandbox-escaping vulnerability (CVE-2021-
23543) in realms-shim reflecting Strategy 3.

block captures as an exception. For this strategy, we design
the GENERATOR to create JS snippets that throw diverse
types of error objects. We implement two approaches: (1)
accessing host built-in objects from guest code and (2)
leveraging regression test suites. For each generated JS
snippet, by following these two approaches, SandVenture
wraps this code with a try-catch expression. Sand-
Venture then makes an error object caught by the catch
block and validates this exception object, as shown in the
second row of Table 1 (pattern of Figure 4).
Accessing host objects. For this, the GENERATOR com-
piles a list of built-in objects from the host scope by
conducting the same procedure as in the first strategy. For
each reference path in this list, the GENERATOR attempts
to access this reference path from the guest scope and then
collects reference paths that raise errors. The GENERATOR
wraps each of these error-causing reference paths with a
try-catch block, thus generating a set of JS inputs. For
SandTrap, the GENERATOR identified 226,430 reference
paths that raised exceptions in the guest scope, which we
have leveraged to compile a set of JS inputs.
Leveraging regression test suites. We reuse a set of JS
snippets from two types of public sources: (1) regression
tests from the source repositories of four JS engines:
ChakraCore, JavaScriptCore, V8, and SpiderMonkey, and
(2) PoCs of JS CVEs [51]. We collected a total of 160K
unique JS snippets, including 159 exploit files that trigger
JS engine CVEs (§5.1). The GENERATOR wraps each
of these code snippets with a try-catch block, thus
validating the error objects caught by the catch block.
The key idea here is to leverage regression tests that throw
diverse types of error built-in objects, which SandVenture
aims to exploit.
Strategy 3. Accessing run-time monitoring objects. The
last strategy leverages run-time monitoring objects. We
observed that many sandbox-escaping bugs abuse run-time
monitoring objects (i.e., call stack objects) by customiz-
ing the prepareStackTrace method when an error
occurs [52], [53], [54].

Figure 7 shows a PoC that successfully triggers
a sandbox-escaping bug against one of the server-side
sandbox frameworks, realms-shim, using the runtime-
monitoring object. When an error occurs in guest code
in Line 7 by referring to a non-existent variable x, a
stack object is generated from the host scope when
compiling the stack trace (Line 4), which makes the
caller of prepareStackTrace the host scope. This
immediately enables the JS code in the function body to
access host resources, escaping sandbox protection.

For this, we generate JS inputs by prepending cus-
tomized prepareStackTrace as shown in Table 1 to
the JS inputs generated by following Strategy 2. That is,
we reuse diverse error-triggering inputs but exploit the

Steps JS Snippets Being Combined

Step 1:
Create
element

let element = document.createElement(‘script’);
let element = document.createElement(‘a’);
let element = document.createElement(‘img’);
let element = document.createElement(‘div’);
let element = document.createElement(‘iframe’);
...

Step 2:
Insert
script

element.innerText = ‘[VALIDATION_SCRIPT]’;
element.href = ‘javascript:[VALIDATION_SCRIPT]’;
element.href = ‘JaVaScript:[VALIDATION_SCRIPT]’;
element.src = ‘javascript:[VALIDATION_SCRIPT]’;
element.onload = ‘[VALIDATION_SCRIPT]’;
element.style = ‘background-image:

url(javascript:[VALIDATION_SCRIPT]’;
...

Step 3:
Append
element

document.body.appendChild(element);
document.body.insertBefore(element, null);
...

TABLE 2: Generation rules used in Strategies 4 and 5.

timing at which the call stack information is assembled
because of triggered errors.

According to the three strategies, the GENERATOR
generates a total of 833,411 JS inputs, which become the
seed inputs for further mutation to maximize the chance
of identifying sandbox-escaping bugs. We describe the
mutation process of SandVenture in §4.2.
Validation script. The goal of the validation script is to
add the polluted property to every object reference on
the prototype chains that stem from a given object. When
this polluted property appears in any built-in objects
in the host scope, the generated JS input triggers a bug,
breaking the isolation of guest code [26], [38].

4.1.2. Objective 2: Injecting JS Code via Host Object.
We design three generation strategies under this objective.
These strategies include injecting HTML elements that
embed JS code into the host scope, exploring scope chain
resolution to access host variables, and invoking host-
exposed built-in functions that enable JS execution.
Strategy 4. Injecting HTML elements. We observed that
several sandboxes allow access to DOM elements with
limited privileges according to sandbox policies [9], [11],
[12], [44], [55]. For example, in TreeHouse and Caja,
HTML injection for script executable vectors such as the
script tag or the onload attribute from guest code is
blocked through the default policy [56], [57].

In order to bypass a given policy, so that guest code
can inject HTML elements that embed JS snippets into
the host context (e.g., Figure 5), the GENERATOR gen-
erates JS inputs that append HTML elements in various
forms. In particular, the GENERATOR generates all known
HTML forms of executing JS snippets by referencing the
ECMAScript specification [58] and known XSS attack
payloads [59].

Table 2 shows the test code generation method used
in Strategy 4. For each identified HTML element (Step
1), the GENERATOR inserts a validation JS snippet into
the attributes or inner text in various forms (Step 2). It
then attempts to inject this element into the host scope
via policy-allowed bridges (Step 3).
Strategy 5. Triggering scope chain. The JS scope chain
is a runtime mechanism that locates a variable’s decla-
ration [60]. If a variable is not declared in the current
scope, the engine searches outward through enclosing
scope, such as outer blocks, until it finds the correspond-
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Type Allowed API Test Case

Dynamic
code

conversion

eval
Function
Timeout
Interval

eval(‘[VALIDATION_SCRIPT]’);
Function(‘[VALIDATION_SCRIPT]’)();
setTimeout(‘[VALIDATION_SCRIPT]’);
setInterval(‘[VALIDATION_SCRIPT]’);

Dynamic
page

redirection

open
replace

open(‘javascript:[VALIDATION_SCRIPT]’);
location.replace(‘javascript:

[VALIDATION_SCRIPT]’);

Module
import import

import(‘data:application/javascript,
[VALIDATION_SCRIPT]’);

TABLE 3: Allowed APIs that can dynamically execute JS
code.

ing declaration. In a sandboxed environment, this chain
must be properly filtered to enforce isolation. Otherwise,
if the guest code references an undeclared variable, the
engine may resolve it to one in the host scope, potentially
breaking the sandbox boundary.

In Strategy 5, SandVenture examines whether scope
chain filtering is correctly enforced across various objects.
Specifically, it inserts the Step 1 and Step 3 snippets
from Table 2 into the host code to create an HTML
element. Then, it inserts the Step 2 snippet into the guest
code. Since the element variable is declared only in
the host scope, any reference to it by guest code will
trigger a scope chain lookup. If the sandbox filters the
scope chain correctly, this access results in a reference
error. Otherwise, the guest code may resolve the variable
and gain unauthorized access to the host scope.

Note that Strategy 5 differs from Strategy 4 in terms
of the targeted escaping pattern. Strategy 4 targets weak
DOM-element filtering (e.g., Figure 5 and Figure 11) by
leveraging the DOM APIs intentionally exposed within
the guest context, whereas Strategy 5 targets weak scope-
chain filtering (e.g., Figure 12) by attempting to access
the host’s DOM APIs even though they are not exposed
within the guest context.
Strategy 6. Invoking policy-allowed APIs. Client-side
sandbox frameworks support specifying a policy that lists
host built-in functions accessible from guest code in an as-
is manner, a mechanism commonly referred to as endow-
ment. For example, in the jailed sandbox, a user may allow
the setTimeout API using new jailed.Plugin(-
"[JS_PATH]", {setTimeout:setTimeout}) to
enable timer functionality. However, an attacker can ex-
ploit this allowance to execute arbitrary JS code in the
host context, deviating from the original intent.

To evaluate the security implications of such con-
figurations, we define a set of permissive policies for
each sandbox framework to allow JS-executable built-in
functions. Table 3 shows the list of allowed APIs known
to support dynamic JS execution [58] and their test cases
used by SandVenture. For each API, the GENERATOR
generates a JS input that invokes each specified built-in
function with a JS payload (Third column in Table 3).

Although certain sandboxes proactively block code ex-
ecution attempts via allowed APIs, it is ultimately the host
developer’s responsibility to configure policies securely.
Since such behavior results from insecure configuration
rather than flaws in the sandbox itself, we count these
cases as sandbox misuse, not vulnerabilities. Neverthe-
less, our goal is to systematically generate JS inputs that
break sandbox guarantees. We believe that the identified

Algorithm 1: Mutation-based Fuzzing Algorithm.
1 function Fuzzing(seed_corpus, sandbox)
2 seed_ast_corpus ← Codes2AST(seed_corpus)
3 while True do
4 seed_ast ← PickRandSeed(seed_ast_corpus)
5 mutation_op ← PickRandOperation()
6 switch mutation_op do
7 case "replace_subtree" do
8 location, node_type ← PickRandNode(seed_ast)
9 subtree ← PickRandSubTree(seed_ast_corpus,

node_type)
10 mutated_ast ← ReplaceSubtree(seed_ast, location,

subtree)

11 case "insert_statements" do
12 location ← PickRandStat(seed_ast)
13 stat_blk ← PickRandStatBlk(seed_ast_corpus)
14 mutated_ast ← InsertStatBlk(seed_ast, location,

stat_blk)

15 mutated_code ← AST2Code(mutated_ast)
16 mutated_code ← WrapCode(mutated_code)
17 EXECUTOR(mutated_code, sandbox)

misuse cases can help document potential risks in sandbox
manuals and encourage safer configurations.
Validation script. For bug validation in a client-side sand-
box, the validation script attempts to inject an arbitrary
key-value pair "flag=flag" into the document.cookie.
When a given JS input escapes the guest scope, the content
of the cookie in the host document environment differs
from the initial value.

4.2. Mutation-based Input Generation

SandVenture conducts mutations on JS seed files to
generate diverse JS inputs, diversifying the ways of ac-
cessing built-in objects (Objective 1).
Seed corpus. As a seed corpus, SandVenture leverages
160K JS files consisting of the regression tests and JS
engine CVEs that we use for implementing Strategy 2.
In addition, we also included 115 files consisting of the
JS sandbox regression tests and the PoCs of CVEs that
trigger known sandbox-escaping vulnerabilities. In total,
we prepared 161,038 unique JS files as the seed corpus.
We demonstrate the efficacy of each seed type in finding
bugs in §5.3.

Algorithm 1 describes the overall fuzzing proce-
dure. The Fuzzing function takes in a set of seed
files (seed_corpus) and sandboxes under testing (sand-
box). It then begins by transforming each seed file into
an abstract syntax tree (AST) in Line 2. The reason we
transform JS code into AST is to efficiently mutate code
while maintaining its syntax structures, similar to common
JS fuzzers [61], [62], [63]. After that, SandVenture enters a
fuzzing loop in Lines 3–17. It starts by randomly selecting
a seed AST from the given set (Line 4) and a mutation
operation (Line 5). Lines 6–14 then mutate the seed AST
according to the selected mutation operation and output
the mutated AST (mutated_ast). These steps enable the
composition of a new JS input in Line 15. The generated
input is then wrapped in the validation script to reflect
strategies 1–3 (Line 16). Finally, the wrapped code is
passed to the EXECUTOR so that it can be tested in each
sandbox (Line 17).
Mutation operation. SandVenture adopts two mutation
operations: (1) replacing an AST subtree and (2) inserting
a block of statements.
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To replace an AST subtree, SandVenture randomly
selects an AST node from the selected seed AST (Line 8).
The AST subtree rooted at the selected node is then
replaced with a new one randomly selected from the
subtrees in the seed corpus (Lines 9–10). In order to
maintain the semantics of execution here, only subtrees
whose type of root node (e.g., call expression) is the same
as the type of root node being replaced are selected.

To insert a statement block, SandVenture randomly
selects one of the top-level statements (ended with a semi-
colon) from the seed AST for insertion (Line 12). Next,
Line 13 randomly selects a block of top-level statements
from the seed corpus. SandVenture then inserts the se-
lected block at the end of the selected statement (Line 14).

These two operations are widely used in JS fuzzers
to discover memory-level bugs [61], [62], [64], [65].
Although our goal is to find sandbox-escaping vulnerabil-
ities, we leverage these operations to diversify the patterns
for accessing JS objects. This design choice is inspired by
our observation that PoC exploits for sandbox-escaping
bugs often share common code fragments when varying
their object-access patterns [66], [67], [68].
Code wrapping. In Line 16, SandVenture wraps the mu-
tated input using the validation scripts used in Strategies 2
and 3 at the same time, producing two input files for this
mutated input. This approach expects the mutated input to
trigger diverse errors that can be caught in the validation
scripts and exploited to escape the sandbox. In addition,
to expand Strategy 1, we collect all objects referenced by
each top-level statement and then wrap each object with
the validation script, thus producing testing files.

4.3. EXECUTOR

For each guest JS input generated by the GENERA-
TOR, the EXECUTOR executes the input in an isolated
environment for each sandbox. In particular, the server-
side sandboxes are tested in the Node.js environment,
and the client-side sandboxes are tested in the Chromium
browser environment. Also, for the set of JS execution
APIs that require endowment by specifying a sandbox
policy required to achieve the second objective (§4.1.2),
we specify the corresponding APIs using the endowment
function provided by each sandbox.
Bug oracle. We implement different bug oracles for
server-side sandboxes and client-side sandboxes to verify
whether a given JS input contributes to escaping the
sandbox under testing. After running the test JS code
in the server-side sandbox environment, the EXECUTOR
verifies the existence of the polluted property in any
built-in objects in the host scope. For the bug oracle for
client-side sandboxes, the EXECUTOR checks whether the
cookie value of the host document is "flag=flag" to
verify the existence of a bug.
Test case minimization. Considering that we observed
48,721 test cases that successfully passed the bug oracle,
the manual analysis of each case to identify its root
causes would be intractable. Accordingly, we leveraged
delta debugging [69] to deduplicate the number of bugs.
In particular, given a test case that successfully passed
the bug oracle, the EXECUTOR shrinks the corresponding
test case by iteratively deleting statements, functions, and

Sandbox Popularity Type # of Bugs
(Version) Client Server Client Server Total

vm2 (3.9.14) 95K / 3.9K ★ - ✓ - 3 3
safe-eval (0.4.1) 32K / 264 ★ - ✓ - 18 18
jailed† (0.3.1) 94 / 1k ★ ✓ ✓ 0 19 19
SandTrap (1.0.3) [8] - - ✓ - 6 6
JS-Interpreter (4.0.0) 3K / 2.1K ★ ✓ ✓ 0 0 0
TreeHouse† [9] - ✓ - 1 - 1
isolated-vm (4.5.0) 299k / 2.4K ★ - ✓ - 0 0
ADsafe† (43cd3dd) 238 ★ ✓ - 3 - 3
SES (0.12.2) 90K / 876 ★ ✓ ✓ 3 0 3
near-membrane (0.12.13) 19 / 119 ★ ✓ ✓ 0 16 16
sandbox (0.8.6) 712 / 851 ★ - ✓ - 16 16

Total 7 78 85

: # of weekly downloads on npm
★: # of stars on GitHub

† # of no update for 10+ years

TABLE 4: Number of sandbox-escaping bugs found with
SandVenture.

sub-expressions, looking for a small subprogram that still
triggers sandbox-escaping bugs.

5. Evaluation

We evaluate the capability of SandVenture in discov-
ering sandbox-escaping vulnerabilities (§5.2) and analyze
the efficacy of the implemented test generation strategies
and mutation operations in identifying bugs (§5.3). We
also compare SandVenture with SandDriller (§5.4), and
present case studies of the discovered bugs (§5.5).

5.1. Experimental Setup

We conducted experiments on one machine running
64-bit Ubuntu 22.04.5 with 160 CPUs and 512 GB of main
memory. To test client-side sandboxes, we developed a
test automation script using Playwright 1.51.0 [70], which
loads each sandbox default code that confines a generated
JS input and runs it with Chromium version 134. We set
an execution timeout of two seconds for each sandbox
execution.
JS sandboxes. We ran a series of experiments on the
11 JS sandboxes listed in the first column of Table 4.
We selected our benchmark sandboxes from the three
sources: (1) highly rated npm libraries; (2) highly rated
GitHub repositories; and (3) the evaluation set used by
SandDriller [26], which reported no errors during in-
stallations. We also selected three open-source sandbox
prototypes [8], [9], [55] that were published in prestigious
academic conferences.
Seed corpus. As SandVenture mutates existing test suites
and PoCs, the quality of the seed corpus affects fuzzing
performance. To build the seed corpus of SandVenture,
we collected 160,923 regression tests from the source
repositories of four JS engines: ChakraCore, JavaScript-
Core, V8, and SpiderMonkey, and PoCs of JS CVEs [51].
In addition, we prepared 115 files consisting of the JS
sandbox regression tests [71] and the PoCs of 18 CVEs
that trigger known sandbox-escaping vulnerabilities. In
total, we prepared 161,038 unique JS files used in the
following experiments.

5.2. Real-World Bugs Found

We evaluated the capability of SandVenture in find-
ing real-world bugs. Table 4 describes the experimental

1187

Authorized licensed use limited to: UNIST. Downloaded on August 12,2026 at 19:43:55 UTC from IEEE Xplore.  Restrictions apply. 



18

1

6
9 (misuses)

47

13

0

10

20

30

40

50

Strategy 1:
Referencing

accessible objects

Strategy 2:
 Accessing error

objects

Strategy 3:
 Accessing run-time
monitoring objects

Strategy 4:
Injecting HTML

elements

Strategy 5:
Triggering scope

chain

Strategy 6:
 Invoking policy-

allowed APIs

# 
of

 B
ug

s

RangeError
TypeError
ReferenceError

Figure 8: Number of sandbox-escaping bugs found per
input generation strategy.

results. SandVenture found 85 distinct sandbox-escaping
bugs, including 78 server-side bugs and seven client-side
sandbox bugs from 10 libraries. Table 8 in Appendix
describes the details of all bugs and misuse cases found
by SandVenture.

All the discovered vulnerabilities have critical security
impacts on their corresponding sandboxes. The adversary
exploiting these vulnerabilities is able to execute arbitrary
JS code in the host scope, which can lead to remote code
execution or host DOM manipulation.
Bug counting method. Given a set of JS inputs that break
a target sandbox, we conducted delta debugging [72] to
deduplicate JS inputs. Through this approach, we mini-
mized the 48,721 test cases that successfully passed the
bug oracle, resulting in 1,145 test cases. However, a
portion of the 1,145 cases still shared the same root causes
while differing in minor syntactic details (e.g., constant
values or block locations). To count the unique number
of bugs, we clustered these minimized JS inputs based on
the objects or APIs they accessed for sandbox escaping,
resulting in 85 vulnerabilities and nine misuse cases.
Bug disclosure. Among 85 vulnerabilities, four vulner-
abilities from three sandboxes had already been patched
or reported at the time SandVenture discovered them. We
reported the remaining 81 vulnerabilities to their corre-
sponding vendors and received four CVEs from three
vendors. Among the reported cases, 11 vulnerabilities
from four vendors have been patched. One vendor ac-
knowledged the seven vulnerabilities and stated that they
plan to deprecate the sandbox. For the remaining 63
vulnerabilities, we are waiting for their responses.

Recall from §4 that we defined six strategies, each of
which is designed to exhibit a different generation pattern.
We counted the number of bugs triggered by JS inputs
that each generation strategy creates. Figure 8 presents
the number of vulnerabilities triggered by each generation
strategy, which determines a bug type.
Referencing accessible objects. We observed that 18
out of 85 bugs (19%) were due to simple references to
accessible built-in objects. In particular, we noticed that
several sandboxes, including safe-eval, jailed, sandbox,
and near-membrane, do not properly tame global built-
in objects, including this, globalThis, __proto__,
and constructor. Considering the prevalence of these
vulnerable sandboxes, the identification of these vulnera-
bilities certainly contributes to improving the security of
those sandboxes, impacting a large number of users.

SandTrap and vm2 prevent the aforementioned vul-
nerability by replacing referenced objects with guest
objects when the referenced objects belong to the

host scope. However, through our mutation fuzzing
process, SandVenture found that SandTrap also ex-
posed the this object when this object is pol-
luted in the execution context of eval, such as
eval("arg=>verify(arg)")(this). The discus-
sions with vendors revealed that SandTrap exhibits short-
comings in isolating the eval execution context intro-
duced in version 1.0.3.
Accessing error objects. We observed that the majority
of bugs (47 out of 85 bugs–50%) were triggered by error
objects populated by Strategy 2. In particular, among the
types of errors, we observed that most vulnerabilities (41
out of 47 bugs) were triggered by JS inputs throwing
TypeError objects. We confirmed that several built-
in function calls such as propertyIsEnumerable,
valueOf, and toLocaleString, threw TypeError
exceptions, leading to vulnerabilities. Note that the func-
tion objects accessible via these properties are directly
callable, and the returned objects of these calls have
prototype chains having references to the host scope.
Many sandboxes focused on protecting properties that are
derived from the global object, but often missed protection
for returning objects of these functions.
Accessing run-time monitoring objects. We confirmed
that 13 bugs were related to run-time monitoring objects.
All the bugs were triggered by ReferenceError, but
after further analysis, we observed that the stack object
becomes the host object depending on where the error is
thrown, regardless of the type of error. For example, we
observed in vm2, safe-eval, sandbox, and near-membrane
that the stack object in the prepareStackTrace
function becomes a host object if any errors are thrown
into the async function. Sandbox maintainers need to
tightly control this sandbox-escaping path by properly
isolating the prepareStackTrace method.
Injecting HTML elements. SandVenture succeeded in
bypassing the TreeHouse sandboxing policy by applying
Strategy 4. In particular, we observed that the logic of
determining whether to append an HTML element by
detecting the javascript: string can be bypassed
through a JS URL containing uppercase letters (e.g., Ja-
VaScript:). Through this vulnerability, the guest code
running on the web worker can successfully inject HTML
embedding JS code that can be executed in the host
context. SandVenture discovered this bug while injecting
various HTML forms of executing the JS code into the
host DOM environment.
Triggering scope chain. SandVenture found six vulner-
abilities related to incomplete scope chain filtering in
SES and ADsafe. In particular, both frameworks failed to
properly filter scope chains for variables declared in lexi-
cal environments [73] (i.e., variables declared using let,
const, or class) introduced in ECMAScript 6. These
flaws allow an attacker to access the host environment by
referencing variables that are declared in the host but not
in the guest. The SES team patched the vulnerabilities and
rewarded us with a bug bounty of 5,000 USD.
Invoking policy-allowed APIs. For reports caused by
Strategy 6, we deduplicated the number of bugs by group-
ing test cases by function type in Table 3. As a result of
deduplication, we found nine potential misuse cases in
jailed, JS-Interpreter, and SES by abusing the allowed set
of APIs.
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Figure 9: Cumulative numbers of sandbox-escaping bugs
in server-side sandboxes over time.

We reported these misuse cases to their respective
vendors, and the maintainers of JS-Interpreter and SES
acknowledged that allowing host APIs makes the sandbox
vulnerable. Furthermore, we encouraged each vendor to
offer comprehensive documentation to help sandbox users
avoid potential misuse of the exposed APIs.
Performance. For frameworks that support only server-
side sandboxing (e.g., vm2), we ran SandVenture with a
24-hour (3,840 CPU hours) timeout per sandbox, applying
the testing strategies for Objective 1 together with the mu-
tations. For frameworks that support only client-side sand-
boxing (e.g., TreeHouse), testing was completed within 10
minutes (26 CPU hours) per sandbox, as SandVenture only
needs to feed the predefined combinations of test cases
proposed to achieve Objective 2. For frameworks that
provide both client-side and server-side sandboxing (e.g.,
jailed), we applied all testing strategies for Objectives 1
and 2, along with the mutations, under a 24-hour timeout.

Figure 9 presents the cumulative number of unique
bugs in server-side sandboxes over the testing time. As the
figure shows, to find 50% of unique bugs, SandVenture re-
quired less than 10 hours. For 90% of the bugs, it required
approximately 13 hours. We observed that nine bugs were
found after 12 hours when conducting mutations.

5.3. Ablation Studies

SandVenture takes in two kinds of seed files and
leverages two mutation operations (§4.1.1). We evaluated
the effectiveness of each technical component by running
SandVenture without the corresponding component. In
particular, we ran SandVenture without each component
listed in Table 6 and counted bugs discovered within
24 hours. This enables measuring the efficacy of each
component with respect to identifying sandbox bugs.

Table 6 shows the number of bugs found in nine
server-side sandboxes using five different approaches, i.e.,
SandVenture, w/o seed #1, w/o seed #2, w/o mutation
operation #1, and w/o mutation operation #2. Each ap-
proach found a subset of the 78 bugs identified in §5.2.
In particular, we confirmed that finding more bugs is
determined by the presence or absence of the mutation op-
eration type rather than the presence or absence of the seed
type. This result highlights that the quality of mutation
operation affects the performance of SandVenture [74],
[75]. We concluded that combining all seed components
with mutation techniques yields the most effective results.

1 const VM = require("vm2");
2 let vmInstance = new VM();
3 const guest_code = ‘
4 Error.prepareStackTrace = (e, stack) => {
5 stack.constructor.constructor(’return process’)()
6 .mainModule.require(’child_process’)
7 .execSync(’touch flag’);
8 }; //Wrapping code according to Strategy 3
9 async function func1 () {

10 eval("x");//Inserted statement: throw ReferenceError
11 }
12 func1(); ’
13 vmInstance.run(guest_code);

Figure 10: A test case generated by SandVenture trigger-
ing CVE-2023-29017 of vm2@3.9.14.

5.4. Comparison against SandDriller

We compared SandVenture with the state-of-the-art
sandbox testing tool, SandDriller [76]. We counted the
unique number of vulnerabilities each tool found. In this
evaluation, to ensure a fair comparison, we excluded
ADsafe, near-membrane, and safe-eval from the bench-
marks, as they were known to be broken [26]. We also
did not count cases corresponding to Strategy 6 because
they depend on usage and cannot be considered pure
vulnerabilities. Consequently, we ran both tools on eight
sandboxes, which contained a total of 48 bugs (refer to
Table 5), for 24 hours using the same seed corpus (i.e.,
V8 and Test262).

Table 5 shows the detailed results of the comparison
between SandVenture and SandDriller. The third column
presents the details of the 48 bugs, with each bug separated
by “ / ". The fifth and sixth columns indicate whether each
tool detects the corresponding bug(s).

We observed that SandVenture discovered 48 vulner-
abilities, whereas SandDriller found 33 vulnerabilities. In
particular, our mutation-based fuzzing methods reflecting
Strategies 1 and 2 enabled SandVenture to uncover five
more vulnerabilities. Furthermore, SandVenture identified
six more bugs by leveraging Strategy 3. For example, a
bug in SandTrap (1.0.3), the pattern of assigning a value
to Object.property.set, does not exist in the seed
corpus in its original form and therefore cannot be covered
by SandDriller. This is the pattern obtained by changing an
AST subtree through our mutational fuzzing. Furthermore,
SandVenture discovered four more vulnerabilities by ap-
plying Strategies 4 and 5, which target HTML injection
vectors and scope chain.

In summary, SandDriller missed 15 vulnerabilities due
to (1) a limited search space related to Objective 1 (11
bugs) and (2) the lack of consideration for Objective
2 (four bugs). In contrast, SandVenture generates inputs
guided by distinct and well-defined objectives, allowing
it to explore a wider space of potential vulnerabilities.
Importantly, SandVenture also identified all bugs found
by SandDriller, demonstrating that our approach extends
the coverage of existing techniques.

5.5. Case Studies for the Bugs Found

We investigate the findings of SandVenture during the
experiments (§5.2) and how our approach contributed to
uncovering bugs. We simplified the test case for ease of
explanation.
vm2. Figure 10 shows a test case generated by Sand-
Venture, which triggers CVE-2023-29017 on vm2 [34].
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Strategy Sandbox †Vulnerability Details # of Bugs SandVenture SandDriller

Strategy 1
jailed - Access to import / this / Proxy(this, this) / constructor 4 ✓ ✓
SandTrap - Access to this from the eval context 1 ✓ ✗ (1)
sandbox - Access to import / this / Proxy(this, this) / constructor 4 ✓ ✓

Strategy 2

- Recursion with Error stack calling (RangeError) 1 ✓ ✓
- Error thrown by calling __defineGetter__() / __defineSetter__() 2 ✓ ✓

__lookupGetter__() / __lookupSetter__() / toString() 3 ✓ ✓
hasOwnProperty() / isPrototypeOf() / propertyIsEnumerable() / valueOf() 4 ✓ ✓

jailed

setTimeout() / clearTimeout() / setInterval() / clearInterval() (TypeError) 4 ✓ ✓
- Recursion with Error stack calling (RangeError) 1 ✓ ✓
- Error thrown by assigning a value to eval.toString (ReferenceError) 1 ✓ ✗ (1)

Object.property.set / Object.property.get (TypeError) 2 ✓ ✗ (2)SandTrap

- Error thrown by deleting Array.prototype[Symbol.iterator] (TypeError) 1 ✓ ✗ (1)
- Error thrown by calling __defineGetter__() / __defineSetter__() 2 ✓ ✓

__lookupGetter__() / __lookupSetter__() / toString()/ valueOf() 4 ✓ ✓sandbox
hasOwnProperty() / isPrototypeOf() / propertyIsEnumerable() (TypeError) 3 ✓ ✓

Strategy 3

jailed - Error thrown in the promise context 1 ✓ ✗ (1)
vm2 - Error thrown in the async / promise / WebAssembly context 3 ✓ ✗ (3)

- Error thrown in the global context 1 ✓ ✓sandbox - Error thrown in the async / promise context 2 ✓ ✗ (2)

Strategy 4 TreeHouse - JS URL containing uppercase letters (i.e., JaVaScript:) 1 ✓ ✗ (1)

Strategy 5 SES - Abuse by scope chain let / const / class 3 ✓ ✗ (3)

Total 48 48 33

† Each bug is separated by “ / " ✓: The tool found all bugs in that row ✗ (n): The tool missed all bugs in that row (n: # of missed bugs)

TABLE 5: Comparison between SandVenture and SandDriller with benchmarks.

w/o # of Reported Bugs # of Unique Bugs

SandVenture (all inclusive) 48,721 78
Seed #1: JS regression tests 13,798 62
Seed #2: JS sandbox bugs 30,787 68
OP #1: Replacing an AST subtree 38,995 61
OP #2: Inserting a block of statements 40,671 60

TABLE 6: Number of bugs found in server-side sandboxes
using five different approaches.

We observed that the stack object in Line 4 be-
comes a host object if an error (ReferenceError)
is thrown in async() [77] in Line 10. The maintain-
ers of vm2 patched this vulnerability by wrapping the
prepareStackTrace function to convert the stack
object into a sandbox object when it is a host object.

Note that generating such a code snippet is not trivial
as two conditions must be satisfied: (1) throwing an error
in async() and (2) accessing the run-time monitoring
object stack in prepareStackTrace() (Strategy
3). We observed that SandDriller cannot trigger this bug
because no code that satisfies all of these conditions exists
in the seed corpus.

SandVenture successfully generated the test case by
mutating the seed JS file (§4.2). In particular, SandVenture
satisfied the first condition by inserting a statement block
that calls eval() in Line 10 inside the async function.
In addition, SandVenture achieved the second condition by
prepending customized prepareStackTrace (Strat-
egy 3 in Table 1) in Line 4. This case demonstrates
that SandVenture is capable of generating comprehensive
inputs that reflect Strategy 3.
TreeHouse. TreeHouse [9] has a sandbox-escaping vul-
nerability that stems from the insecure sandboxing policy.
Figures 11b and 11c show TreeHouse’s default sandbox-
ing policy for tags and attributes that can be injected
into the host context, respectively. In TreeHouse, HTML
injection for script executable vectors such as script
tag (Line 2 in Figure 11b) or onload attribute (Line 3
in Figure 11c) from guest code is blocked by the default
policy.

However, SandVenture successfully bypassed the

1 let element = document.createElement("a");
2 element.href = "JaVaScript:document.cookie=‘flag=flag’";
3 document.body.appendChild(element);

(a) Guest code.
1 tag_policy: {
2 script: false,
3 iframe: false,
4 a: true,
5 object: false,
6 ...
7 }

(b) Tag policy.

1 attribute_policy: {
2 height: true,
3 onload: false,
4 ...
5 href: match(
6 new RegExp(‘^(?:javascript):.+’))
7 }

(c) Attribute policy.

Figure 11: A test case generated by SandVenture trigger-
ing a sandbox-escaping bug in TreeHouse.

1 let element = document.createElement("a")
2 document.body.appendChild(element)
3 const sandbox = new Compartment({});
4 const guest_code = ‘element.href="
5 javascript:document.cookie=‘flag=flag’"’;
6 sandbox.evaluate(guest_code);

Figure 12: A simplified test case generated by SandVen-
ture triggering CVE-2025-32792 of SES@1.12.0

given policy by leveraging the href attribute (Line 5 in
Figure 11c) for the allowed a tag (Line 4 in Figure 11c).
Figure 11a presents a guest code triggering a sandbox-
escaping bug in TreeHouse. In particular, SandVenture
creates an HTML element for the a tag in Line 1 and ad-
justs the href attribute with a JS URL containing upper-
case letters (i.e., JaVaScript:) in Line 2, allowing the
PoC to bypass JS URL inspection (Line 6 in Figure 11c).
Through this exploit, the guest code running on the web
worker can successfully inject HTML embedding JS code
that can be executed in the host context. This study shows
that it is effective to generate HTML injection code that
embeds JS in various forms reflecting Strategy 4 (Table 2).
SES. Figure 12 illustrates a PoC exploit that demon-
strates a scope chain traversal. In particular, the element
variable referenced in Lines 4-5 is not declared within
the guest scope. Consequently, the browser JS engine
follows the scope chain and resolves it to the variable
declared with let in the host scope (Line 1). SES fails
to properly filter access to variables in the host’s lex-
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ical environment [73], thereby allowing guest code to
modify host-level resources exposed through the global
scope. To make matters worse, SES has weak filtering
mechanisms for browser-specific attack vectors, such as
the javascript: scheme, which makes it possible to
execute malicious JS code in the host scope.

6. Limitations and Discussion

Input generation strategies. We presented six generation
strategies that implement our two objectives that capture
the characteristics of common sandbox-escaping bugs. We
acknowledge that there may exist other patterns in JS
inputs triggering sandbox bugs. For example, exploiting
HTML parsing differentials [78] could reveal previously
unknown sandbox-escape bugs in client-side sandboxes.
However, we emphasize that the presented two objectives
are general enough because these objectives are based on
our comprehensive analysis of covering 67 known bugs.
At the same time, SandVenture supports extensions of
the current system, allowing users to add seed files or
mutation operations to further exercise the capability of
generating diverse inputs.
Adding new strategies. We acknowledge that covering
new types of sandbox-breaking bugs necessitates manual
engineering effort. It involves (1) clustering bugs, (2)
identifying a common root cause within each cluster, (3)
formulating a test generation objective for each iden-
tified cause, and (4) devising test generation strategies
to achieve each objective. Automating these procedures
requires further research. We note that the vast search
space for finding bugs often causes JS fuzzers to generate
test inputs with specific patterns, based on the authors’
observations [62], [79], [80], [81].
Mutation-based input generation. We acknowledge that
SandVenture exhibits redundancy in test cases that stem
from the random mutation strategy, from which most JS
fuzzers have suffered [82]. We believe that by adopt-
ing feedback-driven approaches, it is possible to address
this issue [83]. Exploring the incorporation of these ap-
proaches for fuzzing JS sandbox libraries remains an
open research question that we need to explore. Sand-
Venture takes both generational and mutational fuzzing
approaches. Therefore, SandVenture is able to identify
24 sandbox bugs without a given seed corpus (§5.2),
demonstrating its capability of generating new seed inputs.
Sandbox deprecation. Recently, several language-based
sandbox frameworks have been deprecated due to struc-
tural limitations [84], [85]. Most of these sandboxes im-
plement isolation by interposing membranes on all ex-
changed objects. We argue that this approach is fundamen-
tally flawed. The dynamic nature of JS, with newly intro-
duced features and built-in objects, inevitably introduces
loopholes in sandbox implementations. We believe Sand-
Venture, with an updated regression test suite, can help
identify edge-case objects, expose inherent weaknesses,
and maintain sandbox security.
Possible mitigations. Based on the bugs found, we believe
there is a need to develop more robust defense mecha-
nisms. One possible mitigation is to add a dynamic mon-
itoring system that observes any access to global objects
and returns bogus objects in the guest scope. Another
solution is to fundamentally prevent prototype pollution

through runtime-based isolation and to block or monitor
APIs that dynamically execute JS code.

We also observed that many sandbox-escaping vul-
nerabilities (47 bugs) were triggered by accessing error
objects. This trend stems from the developer’s mistake
of not properly taming the error objects generated by
various patterns of exceptions. Library developers should
comprehensively tame various error objects in order to
completely confine the guest code.
Policy for allowed APIs. We identified nine misuse cases.
These cases do not constitute inherent vulnerabilities in
the sandbox itself. However, existing sandboxes often
allow host developers to expose host-side capabilities
to guest code. To achieve stronger isolation, we recom-
mend that sandbox maintainers either proactively block
JS dynamic-execution APIs or ensure that dynamically
executed code properly inherits the intended isolation
scope. At a minimum, sandbox maintainers should clearly
document the risks associated with these misuse cases.

7. Related Work

JS isolation. Prior studies have largely focused on study-
ing the isolation of JS code [8], [9], [10], [11], [12],
[30], [86], [87], [88]. SandTrap [8] uses vm and proxy
modules to enforce access control policies on guest code.
ScriptProtect [10] instruments problematic APIs, e.g.,
document.write, to ensure that guest code is unable
to add unsafe markup into the host context. Several works
have focused on isolating guest code along with the
virtualized DOM elements [9], [11], [89]. TreeHouse [9]
isolates guest code in a web worker and offers virtualized
browser APIs to guest code. AdSentry [11] runs third-
party JS code on the shadow JS engine sandboxed by
Native Client [90]. AdJail [33] and SMash [91] leverage
iframe elements to confine third-party code.

Another recent line of research focuses on analyzing
and escaping isolation [26], [55], [92]. Politz et al. [55]
proposed a static analysis for verifying the safety of
language-based JS sandbox libraries [93]. Recently, Al-
Hamdan and Staicu proposed SandDriller, a JS fuzzer
designed to test language-based sandbox libraries [26].
They leveraged existing regression JS tests and interposed
the oracle checks on all the references to identify foreign
references.

Unlike these approaches, SandVenture is based on
concrete objectives in input generation and leverages
both generational and mutational approaches. This enables
SandVenture to generate a more comprehensive set of JS
inputs contributing to the discovery of 15 unique bugs that
previous works were unable to find.
Adversarial JS generation. There has been a surge
in research in generating adversarial JS inputs to test
client/server-side web applications, including browser en-
gines [79], [94] and Node.js applications [38], [95]. Kim -
et al. [79] proposed FuzzOrigin, a browser fuzzer de-
signed for finding universal cross-site scripting (UXSS)
vulnerabilities. Shcherbakov et al. [38] proposed the static
analysis framework for finding prototype pollution gadgets
that cause remote code execution in Node.js applications.

Recently, there have been several studies on JS engine
fuzzing [61], [62], [63], [64], [65], [82], [96]. CodeAl-
chemist [82] proposed semantics-aware assembly and
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Fuzzilli [64] designed their own intermediate represen-
tation to generate syntactically and semantically valid
JS code. DIE [62] leverages aspect-preserving mutation,
which is the method that preserves interesting properties
of input seed for generating test cases. We referred to
the mutation operations they used, but we used them
to generate JS input that meets the objective for testing
against JS sandboxes, not browser JS engines.

8. Conclusion

We present SandVenture, a JS sandbox testing tool de-
signed to identify sandbox-escaping bugs. We conducted
the qualitative study of 67 known bugs and derived two
observations from their commonalities. Based on these
observations, we propose two objectives in JS input gen-
eration: (1) obtaining diverse built-in object references
and (2) abusing host-guest bridges to inject JS code.
We also propose six generation strategies that reflect
these objectives, thus generating diverse JS inputs that are
highly likely to trigger sandbox-escaping bugs. SandVen-
ture found 85 sandbox-escaping bugs from 11 sandbox
frameworks, demonstrating its efficacy in breaking secu-
rity guarantees of real-world JS sandboxes.
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Appendix A.
Studied Vulnerabilities

To analyze the common patterns of sandbox-escaping
bugs, we gathered 67 bug reports, including 18 CVEs,
and JS tests patching these bugs from NVD [97], Snyk
vulnerability DB [98], and eight GitHub projects. We
conducted a keyword search with the terms “sandbox
escaping" and “JS sandbox breaking" on Google and
GitHub Search services. We also referenced the CVE,
security advisory, and the issue of nine bugs reported by
SandDriller’s authors.

We provide a complete list of the studied 67 vulner-
abilities, along with our observations, in Table 7. Our
analysis revealed two key patterns:
Observation 1. We observed that 74% (49 out of 67) of
the sandbox bugs stemmed from guest code gaining access
to built-in object references, ultimately allowing the guest
to bypass sandbox restrictions.
Observation 2. The remaining 26% (18 out of 67) of vul-
nerabilities were caused by guest code leveraging allowed
interfaces to run arbitrary code in the host environment.

Appendix B.
Details of the Found Bugs

Table 8 describes the details of all bugs and misuse
cases found by SandVenture. The fourth column presents
the details of the 85 bugs and nine misuse cases, with
each bug separated by “ / ".

Appendix C.
Object Coverage Comparison

We compare SandVenture with SandDriller in terms of
object coverage. For each accessed object, we record its
toString tag, name, and prototype chain. For Error
objects, we additionally log a message capturing the object
or function that triggered the exception. We then compute
the number of unique tuples of the form (tag, name,
chain, (+log)).

We ran SandVenture and SandDriller for 24 hours
using the same corpus described in Section 5.4. For this
comparison, we evaluate SandVenture with only Strategies
1, 2, and 3, which are the strategies most directly com-
parable to SandDriller. SandVenture covers 15,608 tuples
whereas SandDriller covers only 2,988 tuples. Individu-
ally, Strategies 1, 2, and 3 cover 6,851, 6,893, and 3,753
tuples, respectively. These results show that SandVenture
explores a substantially broader object space than Sand-
Driller, which increases its opportunity to expose sandbox
vulnerabilities.

Appendix D.
Mutation Syntax Errors

SandVenture performs AST-based mutation to mini-
mize syntax errors. However, JS imposes context-sensitive
semantic constraints that cannot be fully eliminated
by AST-level mutation alone. For example, invoking
super() outside of a class context results in a syntax
error.

On average, SandVenture generated 9M inputs in a 24-
hour run, of which 114K (1.26%) triggered syntax errors.
These errors stemmed from invalid variable or function
scoping introduced by (1) wrapping (102K errors) and
(2) mutations (12K errors).

Appendix E.
Ethical Considerations

We conducted experiments on open-source JS sand-
boxes, and all experiments were carried out in a local
machine. SandVenture found 85 previously unreported
sandbox-escaping vulnerabilities. Recognizing the criti-
cality of these findings and the widespread use of JS
sandboxes, we responsibly disclosed all vulnerabilities to
the corresponding vendors in a timely manner. At the time
of writing, all affected vendors had at least 90 days to
address the reported vulnerabilities.

We acknowledge the potential risks of releasing Sand-
Venture, as it could be misused by malicious actors.
Nevertheless, we argue that security through obscurity is
not a sustainable approach to ensuring the security of JS
sandboxes. By releasing SandVenture, we aim to support
vendors and researchers in hardening JS sandbox frame-
works and ultimately reduce the attack surface available
to adversaries.

Appendix F.
Open Science

We make our work’s artifacts (including experi-
ment code and data) available in https://github.com/
WebSec-Lab/SandVenture.
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Idx Observation Sandbox Bug Identifier

1

Observation 1:
Referencing Diverse

Built-in Objects

Google Caja SecurityAdvisory20190606
2 Google Caja SecurityAdvisory201308013-1
3 Google Caja SecurityAdvisory201308013-2
4 Google Caja SecurityAdvisory20130502-1
5 Google Caja SecurityAdvisory20130502-2
6 Google Caja SecurityAdvisory20130423-1
7 Google Caja SecurityAdvisory20130423-2
8 Google Caja SecurityAdvisory20130410
9 Google Caja SecurityAdvisory20130213-1

10 Google Caja SecurityAdvisory20120919
11 Google Caja SecurityAdvisory20090220
12 vm2 CVE-2019-10761
13 vm2 CVE-2021-23449
14 vm2 CVE-2021-23555
15 vm2 CVE-2021-21413
16 vm2 CVE-2022-36067
17 vm2 CVE-2022-25893
18 vm2 CVE-2023-37903
19 vm2 CVE-2023-37466
20 vm2 CVE-2023-32314
21 vm2 CVE-2023-30547
22 vm2 CVE-2023-29199
23 vm2 Issue 138
24 vm2 Issue 175
25 vm2 Issue 184
26 vm2 Issue 185
27 vm2 Issue 186
28 vm2 Issue 187
29 vm2 Issue 199
30 vm2 Issue 224
31 vm2 Issue 225
32 vm2 Issue 241
33 vm2 Issue 268
34 vm2 Issue 276
35 JS-Interpreter Issue 181-1
36 JS-Interpreter Issue 181-2
37 safe-eval CVE-2022-25904
38 safe-eval CVE-2020-7710
39 safe-eval CVE-2017-16088
40 safe-eval Issue 7
41 safe-eval Issue 16
42 safe-eval Issue 18
43 safe-eval Issue 24
44 safe-eval Issue 26
45 realms-shim CVE-2021-235940
46 realms-shim CVE-2021-23543
47 Sandtrap GHSA-xx7r-mw56-3q2h
48 jailed CVE-2022-23923
49 notevil CVE-2021-23771

50

Observation 2:
Injecting JS Code
via Host Object

Google Caja SecurityAdvisory20171114
51 Google Caja SecurityAdvisory20180402
52 Google Caja SecurityAdvisory20160601
53 Google Caja SecurityAdvisory20160421
54 Google Caja SecurityAdvisory20160128
55 Google Caja SecurityAdvisory20131121
56 Google Caja SecurityAdvisory20130213-2
57 Google Caja SecurityAdvisory20130122-2
58 Google Caja SecurityAdvisory20130122-3
59 Google Caja SecurityAdvisory20120502
60 Google Caja SecurityAdvisory20121108-2
61 Google Caja SecurityAdvisory20120116
62 Google Caja SecurityAdvisory20110802
63 Google Caja SecurityAdvisory19Oct2009
64 vm2 Issue 177
65 vm2 Issue 179
66 ADsafe Figure 10 in [55]
67 ADsafe Figure 11 in [55]

TABLE 7: The details of the studied vulnerabilities along
with our observations.
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Bug Idx Strategy Sandbox †Vulnerability Details # of Bugs
(or Misuses)

1–4

Strategy 1:
Referencing

built-in objects

safe-eval
- Access to import / this / Proxy(this, this) / isPrototypeOf 4

5 - Access to constructor (after deleting it) 1
6–9 jailed - Access to import / this / Proxy(this, this) / constructor 4
10 SandTrap - Access to this from the eval context 1

11–14 sandbox - Access to import / this / Proxy(this, this) / constructor 4
15–18 near-membrane - Access to import / this / Proxy(this, this) / constructor 4

19

Strategy 2:
Accessing

error objects

safe-eval

- Recursion with Error stack calling (RangeError) 1
20–21 - Error thrown by calling __defineGetter__() / __defineSetter__() 2
22–25 __lookupGetter__() / __lookupSetter__() / toString() / valueOf() 4
26–27 hasOwnProperty() / propertyIsEnumerable() (TypeError) 2

28 - Recursion with Error stack calling (RangeError) 1
29–30 - Error thrown by calling __defineGetter__() / __defineSetter__() 2
31–33 __lookupGetter__() / __lookupSetter__() / toString() 3
34–37 hasOwnProperty() / isPrototypeOf() / propertyIsEnumerable() / valueOf() 4
38–41

jailed

setTimeout() / clearTimeout() / setInterval() / clearInterval() (TypeError) 4
42 - Recursion with Error stack calling (RangeError) 1
43 - Error thrown by assigning a value to eval.toString (ReferenceError) 1

44–45 Object.property.set / Object.property.get (TypeError) 2
46

SandTrap

- Error thrown by deleting Array.prototype[Symbol.iterator] (TypeError) 1
47–48 - Error thrown by calling __defineGetter__() / __defineSetter__() 2
49–52 __lookupGetter__() / __lookupSetter__() / toString()/ valueOf() 4
53–55

sandbox
hasOwnProperty() / isPrototypeOf() / propertyIsEnumerable() (TypeError) 3

56

near-membrane

- Recursion with Error stack calling (RangeError) 1
57–58 - Error thrown by calling __defineGetter__() / __defineSetter__() 2
59–62 __lookupGetter__() / __lookupSetter__() / toString()/ valueOf() 4
63–65 hasOwnProperty() / isPrototypeOf() / propertyIsEnumerable() (TypeError) 3

66

Strategy 3:
Accessing run-time
monitoring objects

safe-eval
- Error thrown in the global context 1

67–69 - Error thrown in the async / promise / WebAssembly context 3
70 jailed - Error thrown in the promise context 1

71–73 vm2 - Error thrown in the async / promise / WebAssembly context 3
74 - Error thrown in the global context 1

75–76
sandbox

- Error thrown in the async / promise context 2
77

near-membrane
- Error thrown in the global context 1

78 - Error thrown in the async context 1

79
Strategy 4:

Injecting
HTML elements

TreeHouse - JS URL containing uppercase letters (i.e., JaVaScript:) 1

80–82 Strategy 5:
Triggering scope chain

ADsafe - Abuse by scope chain let / const / class 3
83–85 SES - Abuse by scope chain let / const / class 3

86–88 Strategy 6:
Invoking

policy-allowed APIs

jailed - Abuse allowed functions for dynamic code conversion / dynamic page redirection / module import 3
89–91 JS-Interpreter - Abuse allowed functions for dynamic code conversion / dynamic page redirection / module import 3
92–93 SES - Abuse allowed functions for dynamic code conversion / dynamic page redirection / module import 3

Total 85 bugs
(+9 misuses)

Counted as vulnerabilities Counted as misuse cases † Each bug is separated by “ / "

TABLE 8: The details of the bugs that SandVenture found.

1197

Authorized licensed use limited to: UNIST. Downloaded on August 12,2026 at 19:43:55 UTC from IEEE Xplore.  Restrictions apply. 


