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CSE467: Computer Security
21. Network Security: SSL/TLS & HTTPS

Seongil Wi

Department of Computer Science and Engineering



Notification: Hack Class1£1

* Find unknown security issues on Class101 websites!

* Instruction: hitps://bounty.class101.net/
— Foreigners should use a translator

* Activity period: 03/03 ~ 06/18

« DO NOT try anything illegal!


https://bounty.class101.net/

Notification: Homework f3

» Hacking practice: Capture the Flag (CTF)
« Software/system hacking competition

* Challenge open (competition start): 5/28 (Wed)
* Due date (writeup report): 6/11 (Wed)



Notification: Quiz #2

« Date: 6/4 (Wed.), Class time

H

» Scope
— Everything learned in Network Security, including today’s material

* T/F problems
« Computation problems
* Bring your own pen!



Recap: ARP Spooﬁn% y

ARP response

ARP response My IP Addr: [OI0ION
My IP Addr: 10.0.0.2 ‘-) My MAC addr: DOI0iIZ428a68

My MAC addr: 00:01:12:44:3a:6¢ L IP 10003 Destination: User B

Destination: User A
User B

 |P:10.0.0.2
« MAC: 00:10:20:30:ac:06

. MAC 00:12:3a:00:45:bc

Switch
User A - ARP cache User B - ARP cache
IP Addr Mac Addr IP Addr Mac Addr
10.0.0.2  00:10:20:30:5¢:06 10.0.0.1  00:12:33:00:45:b¢

00:01:12:44:3a:6¢ 00:01:12:44:3a:6¢



Recap: ARP Spoofin%’%‘ .

S, Man-in-the-Middle (MITM)
(=) attack

 |P:10.0.0.3
« MAC: 0Q:0%
g/ 2
User A l User B
 |P:10.0.0.1 ! T =  |P:10.0.0.2
« MAC: 00:12:3a:00:45/2¢ —— P — « MAC: 00:10:20:30:ac:06
Switch
User A - ARP cache User B - ARP cache
IP Addr Mac Addr IP Addr Mac Addr
10.0.0.2  006:10:20:30:ac:06 10.0.0.1  00:42:33:00:45:be

00:01:12:44:32:6¢ 00:01:12:44-3a-6¢



Recap: Firewalls ;

*

* |solate organization’s internal net from larger Internet, allowing
some packets to pass, blocking others

public
Internet

lrusted “good guys untrusted “bad guys”
firewall

-




Recap: Intrusion Detectigkn

* Intrusion
— A set of actions aimed to compromise the security goals

* Intrusion detection
— The process of identifying and responding to intrusion activities




Recap: Firewall vs. IDS .

* Firewall
— Active filtering (prevent intrusion)

— Location: Between networks (if an attack is from inside the network it
doesn’t signal)

* IDS

— Passive monitoring (detect intrusion)
— Location: Inside the network

NIDS

Firewall




Recap: Threat Models

* Network attacker: resides somewhere in the
communication link between client and server

—Passive: evasdropping
— Active: modification of messages, replay...

 Remote attacker: can connect to remote system via
the network

—Mostly targets the server

 Web attacker: controls attacker.com
—Can obtain SSL/TLS certificates for attacker.com
—Users can visit attacker.com




Today'’s Topic

* Network attacker: resides somewhere in the
communication link between client and server

—Passive: evasdropping
— Active: modification of messages, replay...

 Remote attacker: can connect to remote system via
the network

—Mostly targets the server

 Web attacker: controls attacker.com
—Can obtain SSL/TLS certificates for attacker.com
—Users can visit attacker.com




Recap: Protocol ;

¥

A system of digital rules for data exchange between computers
 Many layered protocols

High-level idea
HTTP
/ request \

Used protocol

Application HTTP
Presentation| — A’
Session - i
Transport —
m P TCP HTTP
Network fheader header request
Data Link AMme = = P Fra

Physical sader header headerreguestiioote




Recap: Protocol .

« A system of digital rules for data exchange between computers
 Many layered protocols

HTTP /m
g | -

reues

@ Frame I[P TCP HTTP [Frame @
header header header request footer




Network Attackers ;

¥

A system of digital rules for data exchange between computers

 Many layered protocols

g/

&

()

Modlflcatlon of messages

How do we mitigate attacks Snipping
from network attackers? l

Frame I[P TCP HTTP [Frame @
header header header request footer



Motivation: Cryptogra ph;i‘ecal Protocol z

A system of digital rules for data exchange between computers

 Many layered protocols

&

()

e—
We need some l Snipping

cryptog raphic protocol Modlflcatlon of messages

Frame |IP TCP. . HTTP ‘Frame

header header header request/iooter



SSL/TLS @

Related to cryptography, network security, web security, and software security!



What is SSL/TLS?

« Secure Sockets Layer (SSL) and Transport Layer Security (TLS)
protocols

— Same protocol design, different crypto algorithms
— (Reserved) port number: 443

« Security goals: achieving...
— Confidentiality
— Integrity
— Authentication

* De facto standard for Internet security



SSL/TLS Basic Idea . g

« Adding a protocol layer for secure communication!

Used protocol
-

Application

Presentation ] data SSL/TLS
Session
Transport _
e Performs encryption on the data
Network : .,
: received from the application layer
Data Link

Physical




SSL/TLS Basic Idea . g

« Adding a protocol layer for secure communication!

HTTPS Protocol =

‘ HTTP + SSL/TLS Used protocol

HTTP

Application
Presentation
Session

SSL/TLS

Transport

Performs encryption on the data
received from the application layer

Network
Data Link
Physical




SSL/TLS Basic Idea

« Adding a protocol layer for secure communication!

g/

Application

Presentation

Session

Transport

I
1

Network

L

TCP
header

SSL/TL
heade

Data Link

IP

header

TCP
header

SSL/TL
heade

Physical

Frame

header

IP

header

TCP
header

SSL/TL
heade

Frame
footer

Used protocol

TCP

IP

: Ethernet




SSL/TLS Basic Idea .

« Adding a protocol layer for secure communication!

g/

g_ﬁame P [ TCP ESmiEncy
headerheaderlheaderflaCEGREE




SSL/TLS Use Cases

* Email
* Vice over |IP (VoIP)
« Payment systems (transactions)

« HTTPS
— The most publicly visible use case!



History of the Protocol . ;

. SSL 1.0 —internal . SSL 3.0 — Netscape and + TLS 1.1 + TLS1.3
' Netscape design ' Paul Kocher : :
E * Lost in the mists of time E i i
& > @ > @ 3 ® >
i . TLS 1.0 — Internet i
i : standard :
| _ '« Based on SSL 3.0, but not |
! SSL 2.0 — Netscape ! in?:%pgpable (uses dlfffggent !
'« Several weaknesses ! cryptographic algorithms) - TLS 1.2

O Nov. 1994 O Jan. 1999 O Aug. 2008



SSL/TLS Basics

* Runs in the presentation layer

» Uses symmetric crypto, asymmetric crypto, and digital
signhatures

« Composed of two layers of protocols: Application Layer
1. Handshake protocol
2. Record protocol Handshake Protocol

SSL/TLS

Record Protocol

Transport Layer




SSL/TLS Basics

Handshake Protocol



SSL/TLS Handshake Protgcol

* The most complex part of SSL

« Uses asymmetric cryptography to establish several shared
secret




Four Phases of Handshake Protocol

Client

https://sea rC

Phase 1:
Establishing security capabilities

Phase 2:
Server authentication and key exchange

Phase 3:
Client authentication and key exchange

Phase 4:

Finalizing the handshake protocol

Server


https://search/

Phase 1: Establishing Security Capabilities

https://searc o —
Client g e SErVEr

Phase 1:

Establishing security capabilities


https://search/

Phase 1: Establishing Security Capabilities

https://searc o —
g = Server
Generate random #

Client random #

Client

(will be used later for key
generation


https://search/

Phase 1: Establishing Security Capabilities

https://sea rC
Client

Cllent Hello

Version

Client random number
Session ID

Cipher suite
Compression methods

Client random #

Server


https://search/

Phase 1 — Client Hello — Details

* Version
— Highest protocol version supported by the client

* Client random number
— Random 32 bit time stamp + 28 random bytes
— It will be used later for key generation

« Session ID
— 0: establish new connection on new session
— Non-zero: resume an old session

* Cipher suite

— Set of cryptographic algorithms supported by
the client

« Compression methods
— Sequence of compression methods




Cipher Suites

Client Hello — Details

* Version
— Highest protocol version supported by the client
« Client random number Format:
— Random 32 bit time stamp + 28 random bytes TLS_RSA_WITH_AES_128_CBC_SHA

— It will be used later for key generation

« Session ID
— 0: establish new connection on new session
— Non-zero: resume an old session

* Cipher suite

— Set of cryptographic algorithms supported by
the client

« Compression methods
— Sequence of compression methods




Cipher Suites ;

.3
Client Hello — Details
* Version
— Highest protocol version supported by the client
» Client random number Format:

TLS RSA WITH AES 128 CBC_SHA

— Random 32 bit time stamp +E =176\ oTel0| I A
— It will be used later for key ge

- Session ID (Asymmetric)
BBl Encryption/decryption algorithm

_TNon-zero: 1€ for key exchange)
* Cipher suite /

— Set of cryptographic algorithms supported by
the client

« Compression methods
— Sequence of compression methods



Recap: RSA Algorithm

c = E(m, pk)

m = 10

@—)

§/

Alice

Bob’s

public key (pk)
e=5
n =91

yod_n]

Ciphertext

Insecure channel

m = D(c, sk) = c? modn]

N\

m =10

b —>[]
p=7,q=13
n=91¢n) =72
e=>5
Bob's private
key (sk)
d =29 \

Bob



Recap: Diffie-Hellman Kel Exchange

Symmetric key:

p=23,9g=09
{QK=g“bm0dp i/l:(gamodp)=6

B = (g” mod p) = 16

~
K = (B*mod p) = (9*’mod p)| | K = (4” mod p) = (g*’mod p)
= (16" mod 23) = 9 /° = (6° mod 23) =9 )

a=4 b=3
—239—9 p=23,9g=9
_(g modp):6 =(g m0dp)—6
_/B—(gbmodp):16 B = (g° mod p) = 16
Alice Insecure channel

Bob



Cipher Suites g

.3
* Version
— Highest protocol version supported by the client
Format:

* Client random number
— Random 32 bit time stamp +E =176t feTele| P
— It will be used later for key ge

- Session ID (Asymmetric)
BBl Encryption/decryption algorithm

_TNon-zero: r¢ for key exchange)
* Cipher suite /

— Set of cryptographic algorithrg (SymmetriC)

the client
T A Encryption/decryption algorithm
— Sequence of compression mé for data exchange

TLS_RSA WITH_AES 128 CBC_SHA




Recap: Advanced EncryE;céon Standard (AES)

Inputs

Plaintext (16 Bytes = 128 bits) Master Key (16 Bytes) Ciphertext (16 Bytes)

Byte matrix

SubBytes Sub Sub

ShiftRows é Shift Shift
l —> XX =

MixColumns Mix

Bound 1 Round 2 Round 10




Cipher Suites ;

Client Hello — Details

* Version
— Highest protocol version supported by the client

* Client random number
— Random 32 bit time stamp +E =176t feTele| P
— It will be used later for key ge

- Session ID (Asymmetric)

Modes of Operation

Block size

Format: _
TLS_RSA WITH AES 128 CBC_SHA

Bl Encryption/decryption algorithm

_TNon-zero: r¢ for key exchange)
* Cipher suite /

— Set of cryptographic algorithrg (SymmetriC)

the client
T A Encryption/decryption algorithm
— Sequence of compression mé for data exchange




Recap: Cipher Block Chaining (CBC)

Initialization vector

L=

Initialization vector

&=

Py
&
v
E
!
G

P, P,
E f—» E
= !
C, C,
C, C,
— I
o] |£—D
¥ v
P, P,

T DT = D




Cipher Suites g

Client Hello — Details

* Version
— Highest protocol version supported by the client

* Client random number
— Random 32 bit time stamp +E =176t feTele| P
— It will be used later for key ge

- Session ID (Asymmetric)

Modes of Operation

Block size

Format: _
TLS_RSA WITH AES 128 CBC_SHA

Bl Encryption/decryption algorithm

_TNon-zero: r¢ for key exchange)
* Cipher suite /

— Set of cryptographic algorithrg (SymmetriC)

the client
T A Encryption/decryption algorithm
— Sequence of compression mé for data exchange

MAC algorithm




Cipher Suite — Example

Cipher Suite Key Exchange Cipher MAC )

No protection
TLS_NULL WITH NULL NULL NULL NULL NULL
TLS RSA WITH NULL MD5 RSA NULL MDD
TLS RSA WITH NULL_SHA RSA NULL SHA
TLS RSA WITH NULL SHA256 RSA NULL SHA256
TLS_RSA WITH RC4 128 MD5 RSA RC4 128 MD5 P
TLS RSA WITH RC4 128 SHA RSA RC4 128 SHA Uses RSA (certificate) fo_r
TLS RSA WITH 3DES EDE CBC SHA RSA 3DES EDE CBC SHA key exchange, AES 256 in
[TES REA W AES 256 CHC i R RFS75¢ CEC SR CBC mode for encryption
TLS RSA WITH AES 128 CBC SHAZSG6 RSA AES 128 CBC SHAZ56 and SHA256 as MAC
TLS_RSA WITH AES 256 CBC_SHA256 RSA AES 256 CBC SHA256
TLS DH anon WITH RC4 128 MD5 DH anon RC4 128 MD5
TLS DH_anon WITH 3DES EDE CBC_SHA DH_anon 3DES_EDE_CBC SHA
TLS DH DSS WITH AES 128 CBC SHA DH DSS AES 128 CBC SHA
TLS DH RSA WITH AES 128 CBC SHA DH RSA AES 128 CBC SHA
TLS_DHE DSS WITH AES 128 CBC_SHA DHE_DSS SRR LY Uses ephemeral Diffie-Hellman
TLS DHE RSA WITH AES 128 CBC SHA DHE RSA AES 128 CBC SHA :
TLS_DH anon WITH AES 128 CBC SHA DH_anon L S Wwith RSA for key exchange,
TLS DH DSS WITH AES 256 CBC_SHA DH DSS AES 256 CBC SHA AES 256 CBC for encryption
TLS DH RSA WITH AES 256 CBC SHA DH RSA AES 256 CBC SHA
TLS DHE DSS WITH AES 256 CBC_SHA DHE_DSS AES 256 CBC SHA and SHA256 as MAC
TL.S_DHE_RGA WITH _AES 256 _CBC_GSHA DHE_RSA AES_256_CBC SHA
TLS DH anon WITH AES 256 CBC SHA DH anon AES 256 CBC SHA



Clpher SUIt v Transport Layer Securit

Content Type: Handshake (22)
Version: TLS 1.0 (©xe301)

Client Hello —

Version Length: 512

v Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)

Client random number Length: 508
— Version: TLS 1.2 (@xe3e3)

_ In decreaSIng Order Randr::m: 1396873af8dsedbe7f55a31athacc98avdedpa25005764 ..

Session ID Length: 32

Se of preference Session ID: fe329526917d48c5af72228bdcbg801142894fe91f4a548f7..
Cipher Suites Length: 34
v Cipher Suites (17 suites)
Cipher Suite: Reserved (GREASE) (©@x3a3a)
Cipher Suite: TLS_AES 128 GCM_SHA256 (©0x1301)

— Highest protocol version s

— 0: establish new cC
— Non-zero: resume an old

* Cipher suite Cipher Suite: TLS AES 256 GCM SHA384 (0x1302)
~ Set of cryptographic algor E}pher‘ Suite: TLS_CHACHA20_POLY1305_SHA256 (8x1303)
the client Cipher Suite: TLS ECDHE ECDSA WITH AES 128 GCM SHA256 (@xc@2b)

Cipher Suite: TLS ECDHE_RSA_WITH AES 128 GCM SHA256 (0xc@2f)
Cipher Suite: TLS ECDHE_ECDSA WITH_ AES 256 GCM SHA384 (@xc@2c)
Cipher Suite: TLS ECDHE RSA WITH AES 256 GCM SHA384 (0xc@30)
Cipher Suite: TLS ECDHE_ECDSA WITH CHACHA20 POLY1305 SHA256 (@xcca9)
Cipher Suite: TLS ECDHE RSA WITH CHACHA20 POLY1305 SHA256 (@xcca8

Compression methods
— Sequence of compressio




Phase 1: Establishing Security Capabilities

https://searc o —
Client g e SErVEr

Client random # Cllent Hello Client random #

Version

Client random number
Session ID

Cipher suite
Compression methods



https://search/

Phase 1: Establishing Security Capabilities

https://search..
Client g —min Server

Client random # Cllent Hello Client random #
Y —_— Server random #

Client random number
Session ID
Cipher suite

Compression methods Generate random #
(will be used later for key
generation



https://search/

Phase 1: Establishing Security Capabilities

https://search.. O —
Client g —m—tn Server
Client random # Client Hello Client random #
Y —_— Server random #

Client random number
Session ID

Cipher suite
Compression methods

Server Hello

Version
Server random number
Session ID

Selected cipher set
Selected compression methods


https://search/

Phase 1: Establishing Sec*grity Capabilities

https://search.. O —

Client Server

Client random # Client Hello Client random #
Server random # Y —_— Server random #

Client random number Same as Client Hello
Session ID

Cioher suite but confirmation
Compression methods

Server Hello
Version

Server random number

Session ID

Selected cipher set
Selected compression methods


https://search/

I
Phase 1 — Server Hello — Details

Client Hello — Details

 Version

— Highest protocol version supported by the client

* Client random number
— Random 32 bit time stamp + 28 random bytes
— It will be used later for key generation

« Session ID
— 0: establish new connection on new session
— Non-zero: resume an old session

* Cipher suite

— Set of cryptographic algorithms supported by
the client

« Compression methods
— Sequence of compression methods

: Server Hello — Details
| © Version

| — Highest common version

|

« Server random number
— Random 32 bit time stamp + 28 random bytes
— It will be used later for key generation

 Session ID

— New session ID if zero, old session ID
otherwise

« Cipher suite
— The selected cipher suite

« Compression methods
— The selected compression technique



vl TLSv1.2 Record Layer: Handshake Protocol: Server Hello

Content Type: Handshake (22

Version: TLS 1.2 (©x8303)

Length: 78

v Handshake Protocol: Server Hello

Handshake Type: Server Hello (2)
Length: 74
Version: TLS 1.2 (©x8303)
Random: 3896a769b3@ae8f9cde@dcd3ebld58aadd7al2e2c5ca

= (] ] ST )

Cipher Suite: TLS ECDHE RSA WITH AES 128 GCM SHA256 (@xce2f)

Compression Method: nu ©
Extensions Length: 34

Extension: renegotiation info (len=1)
Extension: server name (len=@)
Extension: ec point formats (len=4)
Extension: session ticket (len=@)

Extension: application layer protocol negotiation (len=5)

Extension: extended master secret (len=8)

Selected cipher suite

Y1 7b...

mber
stamp + 28 random bytes
or key generation

2ro, old session ID

suite

pods
ession technique




Phase 1: Establishing Security Capabilities

https://searc o —
Client g e SErVEr

Client random #
Server random #

Client random #
Server random #

Phase 1:

Establishing security capabilities

After Phase 1, the client and server know the followings:

ne version of SSL/TLS

ne algorithms for key exchange, hash, and encryption
ne compression method

ne two random numbers for key generation


https://search/

Phase 2: Server Auth. and Key Exchange

https://searc o —
Client g e SErVEr

Client random # Client random #
Phase 1:

Server random # . _ . Server random #
Establishing security capabilities

Phase 2:
Server authentication and key exchange



https://search/

Phase 2: Server Auth. and Key Exchange

https://search.. O —
Client g —min Server

Client random # Certificate Client random #
Server random # Chain of certificates @perver random #

Server’s Digital
Certificate

Q4

CA's Server’s
sign public kel

Client verifies that server
provided a valid certificate



https://search/

Recap: Hash-based Digitil Signature in PKi

Certificate
Authority (CA)

Digital Certificate

v Subject: Server
v Expires: 11/25/2034

v Bob’s public key: f
ADFECDBBF... ,

Encrypt with
CA's private key

!

©101000010.



Recap: Hash-based Digitil Signature in PKi

Digital Certificate

v Subject: Server
v' Expires: 11/25/208f

v Bob’s public kef-
Certificate ADFECDBBEF...
Authority (CA)

Encrypt with

0101000010.
CA's private key



Recap: Hash-based Digitgl Signature In P%
Digital Certificate @

v Subject: Server %

v Expires: 11/25/2034

v Bob’s public key:
ADFECDBBF... ,




Recap: Hash-based Digitgl Signature In P%

Digital Certificate

v Subject: Server

v Expires: 11/25/2034
v Bob’s public key:
ADFECDBBF... ,
@ - Decrypt with - 0101000010. .
N"W CA's public key

.

mm 9101000010. .

CA’s sign Authentication: Confirm

Server’s public key



Recap: X.509 Certificate . ;

. ' F F
Version
Serial Number ==
Signature Algorthm Identifier - oC ar ~
C =] W 3 1
c: [,
Issuer Name wo =EELE: 09575438
w = T UI2E SHAT + RSA
- =] E MZ e[S
Validity Period L oy =EE cn=yessignCa, ou=Accredited,
Subject Name g z ECHE2E S&E 2009-05-19 00:00:00
in ECHEDH SEE 2010-05-25 23:55:59
Public Key Information » =H cn="  _.0020045200505177,,, —
= =M ZUEE  RASA
[ssuer Unique ID = EXiE 30815302581810080270c 78bEe 1, ,,
= BE 07c851200c46154b8576dddae,
Subject Unigue ID E|CAFTIREE  dafbbd332debb TdT5c G460 e,
= ol= M 12 410 2N0nnR 11 4 b4
Extensions




Recap: Chain of Trust

Root CA’s Digital
Certificate

| want to verify that this public
key belongs to server!

Self Root CA
sign public K

v

Sub CA'’s Digital
Certificate

@ jg Embedded in

Root CA’'s Sub CA’s
sign  public kff OS or web browsers

Server’s Digital
Certificate




-
Phase 2: Server Auth. ang Key Exchange

https://search..

Client

Client random #
Server random #

Server’s Digital
Certificate

4

CA's Server’s
sign public kel

Client verifies that server

provided a valid certificate

O —
O —d» Server
O -
Certificate Client random #

Chain of certificates perver random #

@ https://www.google.com

& Security X

google.com

@ Connectionis secure

Your information (for example, passwords or
credit card numbers) is private when it is sent
to this site. Learn more

B Certificate is valid



https://search/

Phase 2: Server Auth. ang Key Exchange g
https://searc o —
Client O d Server
o-

Client random # Certificate Client random #
Server random # Chain of certificates (@perver random #

Server’s Server’s
public key private key

(Optional) Client Certificate Reo
 List of acceptable certificates

 List of acceptable authorities

When the server requires a digital

certificate to authenticate the client


https://search/

Phase 2: Server Auth. ang Key Exchange

https://search.. O —
Client 8 —min Server

Client random # Certificate Client random #
Server random # Chain of certificates perver random #
Rec¢

Server’s Server’s
public key private key
 List of acceptable certificates

« List of acceptable authol “Im done and [ll
wait on response”

(Optional) Client Certificate

Server Hello
No contents


https://search/

Phase 1: Establishing Security Capabilities

https://searc o —
Client ° —
O -

Phase 1:
Establishing security capabilities

Phase 2:
Server authentication and key exchange

After Phase 2,
* The server is authenticated to the client
* The client knows the public key of the server

Server


https://search/

Phase 3: Client Auth. and Key Exchange

Client

https://sea rC

Phase 1:
Establishing security capabilities

Phase 2:

Server authentication and key exchange

Phase 3:
Client authentication and key exchange

Server


https://search/

Phase 3: Client Auth e g

https://search..

Client Server

Client random # Optional Certificate Client random #
Server random 3 Server random #

Server's Chain of certificates Server's
public key private key


https://search/

Phase 3: Client Auth. anc;l‘E Key Exchange ;

https://search.. o —
Client g —m—t— Server

Client random # Optional Certificate Client random #
Server random % Server random #

N 1 Chain of certificates |
Server’s Server’s
public key p

rivate key
Pre-master secret

The client generates a random
number, called a pre-master secret
used later for key generation



https://search/

Phase 3: Client Auth. anc;l‘e Key Exchange

https://search.. O —
Client 8 —min Server

Client random # Optional Certificate Client random #
Server random 3 Server random #

Server's Chain of certificates Server's
public ke private key

Pre-master secre

Encrypted pre-master secret


https://search/

Phase 3: Client Auth. ancal‘E Key Exchange

https://search.. O —
Client 8 —min Server

Client random # Optional Certificate Client random #
Server random 3 Server random #

Server's Chain of certificates Server's
public ke private key

Pre-master secre

Pre-master secret
Encrypted pre-master secret


https://search/

Phase 3: Client Auth. anc;l‘s Key Exchange ;

https://search.. o —
Client 8 —min Server

Client random # Client random #
Server random 3 Server random #

Server’s Server’s
public key private key
Pre-master secret
acret

Provide explicit verification
of client certificate

Optional) Certificate
Chain of certificates

Signature to prove certificate


https://search/

Phase 3: Client Auth. and Key Exchange

https://searc o —
Client g e SErVEr

Client random # Client random #

Server random # . Phase_1: . Server random #
Server's Establishing security capabilities Server's
publickey . |/ privatekey

Phase 2:
Server authentication and key exchange Pre-master secret

Pre-master secret

Phase 3:
Client authentication and key exchange
After Phase 3,
* (Optional) The client is authenticated for the server
* Both the client and the server know the pre-master secret



https://search/

Phase 3: Client Auth. and Key Exchange

https://searc o —
Client g e SErVEr

Client random # Client random #
Server random # Server random #

2@ "l Before move on Phase 4, Z@
" | let’s make symmetric key i

Why do we need a symmetric key
even though we already have asymmetric key?

Server’s
rivate key

Pre-master secret
Pre-master secret


https://search/

Recap: Asymmetric-ke¥ Cryptography

* Pros
— No need to share a secret

— Enable multiple senders to communicate privately with a single
receiver

— More applications: Digital sign

e Cons

— Slower in general: due to the larger key
» Roughly 2-3 orders of magnitude slower



Recap: Combination of T¥vo Schemes ;

Share a symmetric key

‘ ; with RSA algorithm

Bob’s
public key (pk) private key (sk)

| f
Decryption Symmetric
key

Alice

Symmetrlc
key



Recap: Combination of T¥vo Schemes ;

g

Alice | Communicatign
with the symmetric key
Symmetric

key

Symmetric
key



Phase 3: Client Auth. and Key Exchange

https://searc o —
Client g e SErVEr

Client random # Client random #
Server random # Server random #

2@ "l Before move on Phase 4, Z@
" | let’s make symmetric key i

Server’s
rivate key

Pre-master secret
Pre-master secret


https://search/

Calculation of Master Seiret

https://search..
Client

Client random #
Server random #

Server’s : : Server’s
public key Message digest algorithm private key

Server

Client random #

Client random # g Pre-master secret [ Server random # Server random #

MDS & SHA-1

Pre-master secret
Pre-master secret

Master secret


https://search/

Calculation of Master Se’c‘eret g

A" PM CR||SR| | “BB” PM LRIISE] PO PM CR||SR
| l | 1 i | | l
SHA-1 SHA-1 SHA-1
PM hash PM hash PM hash
| l ] | l ] | l ]
‘ MD5 I MDS5 MDS5
v l v
hash hash hash
l | PM: Pre-master Secret
Master secret SR: Server Random Number

(48 bytes) CR: Client Random Number



Calculation of Sym metric*Key %

https://search.. o —
Client 8 —min Server

Client random # Client random #
Server random # Server random #

Server’s Server's
f public key Message digest algorithm f private key
MDS & SHA-1

Client random # § Pre-master secret § Server random #

Pre-master secret
Pre-master secret

Master secret

Message digest algorithm
MD5 & SHA-1

Symmetric key


https://search/

Calculation of Sym metric*Key ;

(‘A”

CR||SR| | “BB” CR|[SR| eee

CR|[SR

M
-1 SHA-1 ‘ SHA-1 I

v v v

‘MDSI ‘M’DSI MD5

hash hash vee hash M: Master Secret
| | SR: Server Random Number

Key Material CR: Client Random Number




Calculation of Symmetric*Key

https://search.. O —
Client g —min Server

Client random # Client random #
Server random # Server random #

Server’s Server's
f public key Message digest algorithm f private key
MDS & SHA-1

Client random # § Pre-master secret § Server random #

Pre-master secret
Pre-master secret

Symmetric key Master secret Symmetric key

Message digest algorithm
MD5 & SHA-1

Symmetric key


https://search/

Calculation of Sym metric*Key g

https://search.. o —

Client Server

Client random #
Server random #

Client random #
Server random #

Server’s : : Server’s
f public key Message digest algorithm f private key
MD5 & SHA-1

Client random # § Pre-master secret § Server random #

Pre-master secret
Pre-master secret

Symmetric key Master secret Symmetric key

Message digest algorithm
MD5 & SHA-1

Client Server Client | Server |Client|Server
auth. key | auth. key |enc. key |enc. key| |V IV
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Calculation of Sym metric*Key ;

https://search.. o —
Client g —min Server

Client random # Client random #
Server random # Server random #

Server’s Server's
f public key Message digest algorithm f private key
MDS & SHA-1

Client random # § Pre-master secret § Server random #

Pre-master secret
Pre-master secret

Symmetric key Master secret Symmetric key

Used for encryption i Used for
and decryption modes of operation

~ <

auth. key | auth. key | enc. key |enc. ke 1V A\

Used for MAC



https://search/

Recap: Cipher Block Chaining (CBC)

Used for encryption
and decryption

Initialization vector

modes of operation

Initialization vector

D | g 77 (DA =T

T e T =




Phase 3: Client Auth. and Key Exchange

https://searc o —
Client g e SErVEr

Client random # : Client random #
Server random # Phase 1: Server random #

Server's Establishing security capabilities Server's
public key private key

Phase 2:
Server authentication and key exchange Pre-master secret
Symmetric key

Pre-master secret

Symmetric key

Phase 3:
Client authentication and key exchange
After Phase 3,
* (Optional) The client is authenticated for the server
* Both the client and the server know the pre-master secret



https://search/

Phase 4: Finalizing the Handshake Protocol

https://search.. O —
Client g —min Server

Client random # : Client random #
Server random # Phase 1: Server random #

Server's Establishing security capabilities Server's
public key private key

Phase 2:
Server authentication and key exchange Pre-master secret
Symmetric key

Pre-master secret

Symmetric key

Phase 3:
Client authentication and key exchange

Phase 4:
Finalizing the handshake protocol



https://search/

Phase 4: Finalizing the Hgndshake Protocol

https://search.. O —
Client 8 —min Server

Client random # Change Cip her Spec Client random #
Server random 1 Server random #

Server’s Server’s
public key private key
MD5 Hash + SHA Hash

Pre-master secr b t t
re-master secre
Chane Cipher Spec

_WB
MD5 Hash + SHA Hash

Symmetric key Symmetric key

The client and server are ready to exchange data


https://search/

Handshake
Protocol
Summary

Time

4

Client

Server

Mﬂ\’

gerver _hello

Estahlizh security capabilities,
including protocol version,
session [[, cipher smte,
compression method, and
initial random nimbers.

oI mlmte

M

aB -

etﬁﬂcatu__i'ﬂqu%"

gerver _hello _don’

Server may =end certificate,
key exchange, and request
certificate. Server signale end
of hello message phase

1 E‘HE
m’
Im

Chent sends certificate 1f
requested, Client sends key
exchange. Client may send
cerfificate verification,

Change cipher suite and fimsh
handshake protocol,



SSL/TLS Basics

Handshake Protocol



SSL/TLS Basics

Handshake Protocol

Record Protocol




SSL/TLS Record Protocol*

» Uses the symmetric keys established in the handshake protocol
to protect confidentiality, integrity, and authenticity of data
exchange

» Confidentiality
— Using symmetric encryption

* Integrity (+ Authenticity)
— Using a MAC with shared secret key



SSL Record Protocol Ope"[ation g

Application Data




-
SSL Record Protocol Ope*[ation

Fragmentation:
Block size = 21* bytes

Application Data

Fragment




SSL Record Protocol Ope*[ation

Application Data

Fragment

Compress

E

| Optional step!

Block size =

Fragmentation:

21% bytes



SSL Record Protocol Operation

L Fragmentation:
Application Data l l Block size = 214 bytes
Fragment
Compress Optional step!

Ve

Add MAC N

A‘\\

Yl

MAC: Check both _ . .
_ _ . Client | Server |Client|Server
Integrity and authent|C|ty auth. key| auth. keylenc. key|enc. key| IV W




Recap: Message Authentj‘fation Codes (M;C)

Use the symmetric key!

-

Alice Insecure channel Bob




Recap: Message Authent;i‘ecation Codes (MAC)

2o T
’ ::
mac(x) Lm_ac_(x)_|
T~ -

Alice Insecure channel Bob




Recap: Message Authentication Codes (MAC)

[/
¥ o __ - -
<0 i) (%)
‘ | | | x:
|

mac(x) | mac(x) |

NN NN I -

L J 2 Iy
. & * Qg
- & * ”
- L4 * ”
@ ‘E ].

A||Ce Insecure channel




Recap: Message Authentication Codes (MAC)

E
[/
\ 4
I8 [
l
| f
| ma ()

‘ ry S
K * 4
* * &~
| E ‘@.

A|ice Insecure channel

4

lr

X




Recap: Message Authentj‘fation Codes (M;C)

Check both integrity
and authenticity

Insecure channel



SSL Record Protocol Ope*[ation

Fragmentation:
Block size = 21* bytes

Application Data

Fragment

E Vo

L
Add MAC W///{//% f

auth. key| auth. key | enc. key | enc. key

|V |V




Recap: Cipher Block Chaining (CBC)

Initialization vector

L=

Initialization vector

&=

Py
&
v
E
!
G

P, P,
E f—» E
= !
C, C,
C, C,
— I
o] |£—D
¥ v
P, P,

T DT = D




SSL Record Protocol Ope*[ation

Application Data

Fragment

Compress

Add MAC

Encrypt

Append SSL
Record Header

Fragmentation:
Block size = 21* bytes

]
W///{//%

AN A A AR A NP AN AN ANRAN]
’0’0‘0’0..’0..’0"’0’0’0’0‘0’0‘0’0‘0’0’4
LIRS
LI
020,020002070.070707070707079707°074°0°9,
S 0000000 0056006004644

LCXHIIHHIIHHHHHIHIHNY

L 2K O O O O S O O )

i

auth. key| auth. key | enc. key | enc. key

|V |V

AT AT Y W W W VW W oV W oV W VW VW VWV YV V. "
0‘0.0 ‘0.0.0.0‘0’:’:.:.:’0.0.0.0 o tote e

0002020002050 %0 0% %0 0 %0 %0 o 2o e %0
LIHXIXHAIHXIIHHAHRHXIRIARNRY
02020200000 0 %0 20 %0 20 %0t %o e %ot e e %0t
0%0%0 000000000 00 0 0



SSL/TLS Final Overview ;

¥

Sender Receiver

2GS |rersrrsrsnmrnmsmsrnsnnssnsnrsnssssnsssssssnsssssnssrssnsssnens bedfassnssnned [ SYN ACK ) n
\ J (@)
e B "//—_- 3
ACK ............................................................................... 56 ms b
— <  ’ ™ Serverfiello ) |
ClientHello 8AMS b Certificate

: 4__/-—// | ServerHelloDone |
ClientKeyExchange
ChangeCipherSpec  ‘» r w
gimlﬁ]ed P ChangeCipherSpec
) ’ // Finished
- J)

| App“catlon Data ) IS . Souo s 168 ms

5
swzll- STl

196 MS Feerereenrencnnnansenneaiinnnaitanasasnassnseassnnsannanssnnnassnnataakassnnannad | AppllcationData |

---
--
-
---
-
--
--
---
---




How SSL/TLS Provides Sicurity Properties?

« Security goals: achieving...

- Confidentiality
= Asymmetric-key algorithm for key exchange (pre-master key)
= Symmetric-key algorithm for data exchange

—-Integrity:
= MAC (with hash algorithm)

* |f an attacker modifies the message, the recipient can detect the
modification

—Authentication

» Authenticate the identity of the server using the server’s certificate
(and MAC)



How SSL/TLS Provides Sicurity Propertie;.

« Security goals: achieving...

- Confidentiality
= Asymmetric-key algorithm for key exchange (pre-master key)

* |f an attacker modifies the message, the recipient can detect the
modification

—Authentication

» Authenticate the identity of the server using the server’s certificate
(and MAC)



Recap: Heartbleed Bug (;[1 2014) ;

 Famous bug in OpenSSL (in TLS heartbeat)

* An attacker can steal private keys




Heartbleed Bug: High-level Workflow

heartbeat function
to check if the server is alive

Client Server



Heartbleed Bug: High-level Workflow

Are you still there?

If so, respond with m
a 6-byte string “CSE467” m
L / CSE467 Em——

Client Server




Heartbleed Bug: High-level Workflow

Are you still there?
If so, respond with
a 5000-byte string “CSE467”

‘ / CSE467XXXXXXXXX...

Client Server




Heartbleed Bug: High-le\"leel Workflow E

Are you still there?
If so, respond with
a 5000-byte string “CSE467”

‘ / CSE467XXXXYXXXXX...

Client

Memory disclosure!
CELGINEICLGYS)



HTTPS U



HTTPS o

¥

« Adding a protocol layer for secure communication!

HTTPS Protocol =

‘ HTTP + SSL/TLS Used protocol

HTTP
Application l
SSL/TLS
Presentation| ——— W eL0d  data ] SSL/TLS
Session -0 T -
Transport _
e Performs encryption on the data
Network : .,
: received from the application layer
Data Link
Physical




HTTPS - The Lock Icon

<~ C' & https://www.google.com G Q@ M % RN

» Goal: the client (Human) can identify secure connection
- SSL/TLS is being used to protect against active network attacker

* Lock icon should only be show when the page is secure against
network attacker
— All elements on the page fetched using HTTPS
— Contents of the page have not been viewed or modified by an attacker

- HTTPS certificate is valid — “This webpage is really comes from
google.com server!”




HTTPS - The Lock Icon . z

* »

< C' @& https://www.google.com G @@ M

+ Goal: the client (Human) can identify MG SHRea Rl

~ SSLITLS is being used to protect against ki VS HTTPS but
contains HTTP?

* Lock icon should only be show when the c IS secure against

network attacker
— All elements on the page fetched using HTTPS
— Contents of the page have not been viewed or modified by an attacker

- HTTPS certificate is valid — “This webpage is really comes from
google.com server!”




Mixed Content: Combinng HTTPS and H ; P

* Page served over HTTPS but contains HTTP
—|E 7: no lock, warnlng

fL?) This page has an unspecified potential security flaw.
& Would you like to continue?

Yes | No

“'”

- Firefox: “I” over lock, no warning by default

— Safari: does not detect mixed content
— Chrome: lock icon, warning

® @ /[ JROHKR x \L\

& C | & otX8& https://jroh.kr G W% | &
ezs : e it ® )

' o [ DevonThink [X https://digitalscept.. @ Snapdrop [ Technologies ol HOIX|7} QIBEIX| YE AWM ASTER FH

2eat2T AlEstn UBLIT,
QINiBIR| g2 ATYE =C

XpA|5] 07|

O @ JROHKR 7 Agxtaopt?l o CM=a2 | | .

«



Mixed Content and Network Attacks

&l https://bank.com/attack.html

<script
src=‘http://site.com/script.js’>
</script>



https://websec-lab.com/cse467.html

Mixed Content and Netvgkork Attacks

&l https://bank.com/attack.html

<script
src=‘http://site.com/script.js’>
</script>

Developer mistake



https://websec-lab.com/cse467.html

Mixed Content and Netvgkork Attacks

&l https://bank.com/attack.html

<script
src=‘http://site.com/script.js’>
</script>

site.com
Developer mistake web server



https://websec-lab.com/cse467.html

Mixed Content and Netvgkork Attacks

&l https://bank.com/attack.html

<script
src=‘http://site.com/script.js’>
</script>

site.com
Developer mistake web server

Network attacker can now
Inject any JS code



https://websec-lab.com/cse467.html

Mixed Content and NetV\’I‘eOI‘k Attacks z

&l https://bank.com/attack.html

<script
src=‘//site.com/script.js’>
</script>

site.com
web server

Better way to include content —
Served over the same protocol
as embedding page



https://websec-lab.com/cse467.html

HTTPS — Upgrade .

* Come to site over HTTP (Port no. 80), redirect to HTTPS (Port
no. 443)!

®m . HTTP

SSL =

Apache configuration

'<VirtualHost *:80> |
. ServerName [Domain] |
|
|
|

' Redirect permanent / https://[Domain]/
|</V1rtualHost>




CSP for TLS Enforcemen’g‘E

e block-all-mixed-content
— Instruct browsers to block all mixed content

* upgrade-insecure-requests
— Automatically rewrite all HTTP URLs to HTTPS upon page loading



-
Summary

« SSL/TLS protocol

— Satisfy confidentiality
— Satisfy integrity
— Satisfy authentication

« HTTPS: HTTP + SSL/TLS protocol



Question?
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