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CSE480: Web Security =t

1. Introduction

Seongil Wi

Department of Computer Science and Engineering



Who am 1?



about:Seongil Wi g

*

 Assistant professor
» Security researcher

 Office: E106, 301-8
 Office Hour: Wednesday, 2~3pm (by appointment)
- {2} Homepage: https://seongil-wi.github.io/ |

—L_| Email: seongil.wi@unist.ac.kr

« MBTI: Mostly ISFJ, sometimes, ISTJ


https://seongil-wi.github.io/
https://seongil-wi.github.io/
https://seongil-wi.github.io/
mailto:seongil.wi@unist.ac.kr

My Research ;

*

 UNIST CSE / WebSec Lab. (Web Security Lab)

-} Homepage: https://websec-lab.github.io/

\c? Web
eC

* Research keywords:
-Web and Software Security
—-Al Agent Security



https://websec-lab.github.io/
https://websec-lab.github.io/
https://websec-lab.github.io/

WebSec Lab (Web Security Lab) \é?(‘:Web

* Finding security bugs in web components
(applications, browsers, websites)

* Detecting and defensing emerging web threats
* Analyzing online criminal activities

Making web ecosystems

more secure!



Research Example: Web Application Security
https://seongil.com A

Browser

 Finding file upload vulnerabilities [NDSS 2020]
 Detecting reflected XSS attacks [WWW 2022]

* Detecting XSS, SQL Injection, command injection, file inclusion
attacks [WWW 2022]



https://wsplab.com/

Research Example: Web Application Security
https://seongil.com A

Browser

 Finding file upload vulnerabilities [NDSS 2020]
 Detecting reflected XSS attacks [WWW 2022]

* Detecting XSS, SQL Injection, command injection, file inclusion
attacks [WWW 2022]

Discovered 146 previously unknown vulnerabilities,

leading to 80 patches and over 5,0002F& in bug bounties


https://wsplab.com/

Research Example: Browser Security

https://seongil.com

Browser Web server
* Finding CSP enforcement bugs [NDSS 2023]
* Finding policy enforcement bugs via interactions [USENIX Sec 2026]
* Finding Iframe rendering bugs [ASE 2026]



https://wsplab.com/

Research Example: Browier Security

https://seongil.com
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Discovered 56 previously unknown vulnerabilities,

leading to 30 patches and over 7,0002F& in bug bounties


https://wsplab.com/

Research Example: Web Threats & Crimes

22121 7RI 0fl 24124 BIFTILICE

"H S CHEALO|E
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* Finding phishing websites [ESORICS 2026]
* Analyzing app-based voice phishing [MobiSys 2022]
* Finding web trackers [NDSS 2027 Submission]

Found 1,523 phishing threats and

2,923 privacy-threaten trackers



Research Example: Al for Security

» Use reinforcement learning to find XSS attacks [WWW 2022]

« Use Graph Al to detect phishing websites [ESORICS 2026]

* Use ML models to detect web trackers [NDSS 2027 Submission]
« Use LLMs to find web application vulnerabilities [Ongoing]



Research Example: Securj‘;cy for Al Agents;

/claude

« Studying prompt injection attacks in web agents [Ongoing]
* Al agent interface testing [Ongoing]
« Security patches for web agents [Ongoing]



This Course
Web Security



The Web has won ;

%

« Used by billions of people to

store/retrieve information .
User interface for

emerging systems

2.3M searches

2B users per second
monthly

Cryptocurrency

 Large coverage in ' |
desktop/mobile appllcatlon Self-driving car WebVR

ey : @ OpenAl
E3/claude é! ChatGPT

WebView Al models/agents




... and the hackers with |t

v*

e = )




Why Web Security? .

* From an perspective, ...

Web attacks accounted for 67 %
of all reported cybersecurity attacks



From an Industry Perspe*cetive,

Memory
Year Overflow Corruption  Sql Injection
2016 418 1096 85
2017 945 1340 485
2018 1720 503
2024 2353
2025 2894
2026 3405
Total 17746 23817 16096

https://www.cvedetails.com/vulnerabilities-by-types.php
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.
From an Industry Perspe*cetive,

Memory
Year Overflow Corruption  Sql Injection
2016
2017

.. | Others:

2019 0
o | 32.7%
2021
2022
2023
2024
2025
2026
Total 17746

23817 16096

https://www.cvedetails.com/vulnerabilities-by-types.php

XSS

40817

Directory File Open
Traversal Inclusion CSRF XXE SSRF Redirect

Web Attacks:
67.3%

7284 2160 8780 1263 3167 1297

Input
Validation

4754
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From an Industry Perspe*cetive, ;

Memory Directory File Open Input
Year Overflow Corruption  Sql Injection XSS Traversal Inclusion CSRF XXE SSRF Redirect Validation

2016

2017

Web Attacks:
67.3%

- Initiate denial-of-service (DoS) attacks
- Access to sensitive information
- Enable remote code execution

Web attacks accounted for 67.3%

Others:
32.7%

2018

2019

2020

2021

2022

2023

2024

of all reported threats
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From an Industry Perspective, ... ;

Crypto

2FA compromise led to $34M
Crypto.com hack

Anita Ramaswamy @anitaramaswamy / 3:13 AM GMT+9 « January 21, 2022

J::::?;: S Norton LifeLock says 925,000 accounts
targeted by credential-stuffing attacks

,‘ = Web skimming hackers infiltrate over 40
L lE S\ O\ G ecommerce websites - that we know of

Companles pald $4 2M bug b()untles m By Abigail Opiah published December 08, 2022

Web threats are critical!



Especially, When Al Meets the Web, . ;

« Used by billions of people to

store/retrleve |nformat|on .
User interface for

emerging systems

2.3M searches

2B users per second .
monthly Cryptocurrency
» Large coverage in —

desktop/mobile appllcatlon " Self-driving car WebVR

ey / @ OpenAl
Dioawce (W H T

WebView Al models/agents




Especially, When Al Mee;c‘f the Web, ... ;

el y @ OpenAl
Ed/claude ﬂ ChatGPT

Al models/agents



Especially, When Al Mee;c‘es the Web,
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Why Web Security? .

* From an perspective, ...

Web attacks accounted for 67 %
of all reported cybersecurity attacks



Why Web Security?

* From an perspective, ...
Web attacks accounted for 67 %
of all reported cybersecurity attacks
* From an perspective, ...

Web security papers account for 14.3% of all
top-tier security papers across 11 security areas

https://qgithub.com/AcademicResearchTools/security-top4-papers
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This Course ;

.3
Web Security



This Course
*

Web Security Laboratory

We are going to study and discuss the web attacks and defenses
through a leaning-by-doing approach

Learning: Doing:

Lecture (Tuesday) Lab session (Thursday)



Course Information ;

*

* Course Website:
— https://websec-lab.github.io/courses/2026f-cse480

» Syllabus: See the course website

e TAS:

Mingi Jung Jaeho Bae
(A 87|, wjdaslIrl4475@unist.ac.kr) (Hi ZH =, bjho@unist.ac.kr)
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O
Attendance

Attendance is, of course, mandatory and enforce UNIST attendance
rules

* | will not include your attendance score in the grade

— However, | will drive the course in a way that rewards those who
consistently participate with higher scores!

* Also, missing more than 8 times will get an ‘F’
— Your responsibility to check attendance online!
- % Leaving after checking in (a.k.a., &%|) counts as an immediate F

— Show me evidence in case of an unavoidable absence, e.g., military
training, iliness, funeral

— There is no excuse for absences due to your decision, e.g., interviews,
competition participation




O
Attendance

Attendance is, of course, mandatory and enforce UNIST attendance
rules

* | will not include your attendance score in the grade

— However, | will drive the course in a way that rewards those who
consistently participate with higher scores!

* Also, missing more than 8 times will get an ‘F’
— Your responsibility to check attendance online!
- % Leaving after checking in (a.k.a., &%|) counts as an immediate F
— Show me evidence in case of an unavoidable absence, e.g., military

| expect you to be here, as you expected me to be here!



N
Grading*
 Participation: 10%

— Active participation including questions, discussions, and labs
(online or offline)

« Lab sessions: 30%
— You will be evaluated on your hands-on work every week!

« Assignments: 30%
— 4 assignments

* Final exam: 30% (No final exam!)

* Subject to change



Participation Score .

You can earn points when ...

1) You ask a question during class, or

2) Prof. Wi acknowledges your contribution

If you did either of these, after the class, claim your
points at https://forms.gle/qCkBgMPHuVyz4b2Y9



https://forms.gle/qCkBqMPHuVyz4b2Y9

For Offline Questions, We I;Lave a Q&A Board!

* \We will use Blackboard discussions for Q&A

* If you answer other students’ questions, and if the answer is
valid one, you will receive participation point!

— Only the first student who posts a valid answer will receive the point. | will reply to
iIndicate who receives the participation point

Q&A

Discussion  Student Activity

Discussion Topic QO £ L Follow

Please leave any questions related to the course here.

* You may also answer your peers' questions. If you provide a valid answer, you will receive bonus points
(Tip: Click the "follow" button for this Q&A discussion. Blackboard app will give push notifications whenever

a new question is posted).




Lab Sessions — Every ThL;{sday ;

» Capture the Flag (CTF) style hacking practice!
» Lab Homepage: hitp://10.20.18.55:8280/
* Led by your TAs!

Mingi Jung Jaeho Bae
(‘8 817|, wjdaslri4475@unist.ac.kr) (HIM =, bjho@unist.ac.kr)


http://10.20.18.55:8280/

N
Lab Sessions

* Due date for each session: typically, by the end of the
corresponding lab session

% Bring your own laptop for each session
— Make sure your laptop is sufficiently charged

* The next lab session will be held during class on Thursday,
September 3

- In this session, you will set up the lab environment

No Al during lab sessions unless explicitly allowed!

Remember: you are learning the fundamentals of web security




Prerequisite (Recommenged)

* Programming Language
« Compiler / Program Analysis
» Basic OS

« Computer Security

®
- That’s okay! In this course, you will

learn security from the basics.

?. Q. | don’t know much about security.
f," Can | take this course?



Logistics g

H
* No official textbook required
— Slides and mandatory readings should be CTRER LY
sufficient
WebI
Application
* Optional book Sggurity
- “Web Application Security” book by Andrew Exploitation and Countermeasures

for Modern Web Applications

Hoffman

Andrew Hoffman



Important Notice (1): Academic Integrity

* Any solution you submit (labs, assingments, exam, etc.) must be
your own work

If you violate this rule,
you will immmediately get an F



Plagiarism Checker

* We use automated tools to strictly identify violations
* Even collaborating on several lines of code is subject to this

D - Checker : % extracted from (.3-)

Your \ ..’
submissions % submitted by ' ‘




-
Important Notice (1): Acgdemic Integrity

DO NOT share the course contents (e.g., assignments, exams, labs) with others
- E.g., Github public repository, chegg.com, etc

DO NOT discuss the details of solutions with others

DO NOT plagiarize
— Submit your own work

UNIST CSE Policy on Cheating and Plagiarism

Note: The term solution means program code, mathematical derivation, experimental setup,
etc., for any type of deliverable, homework assignment, or projects in class.

An y i n teg ri ty Vi OI at i O n : at L EAST F The purpose of this document is to make our expectations in CSE as clear as possible in regard

to the Honor Code at UNIST. The basic principle under which we operate is that each of you is
expected to submit your own work in your courses. In particular, attempting to take credit for

someone else's work by turning it in as your own constitutes plagiarism, which is a serious
violation of fundamental academic standards. However, you are also encouraged to work as a
team and collaborate with each other, and it is usually appropriate to ask others—the TA, the
instructor, or other students—for direction and debugging help or to talk generally about




Important Notice (2): Class

Language: English (default)

— You can use Korean for your questions, discussions, exams, and homework

Questions & discussion: highly encouraged

— (Out-of-class) If you have questions: Check the course materials —
Searching on Google/LLMs — BlackBoard — TA — Prof. Wi

— Except for

» Too detailed ones (e.g., installation method, syntax of the
program, compilation erros, ...). TAis not a debugger!

= Directly related to the solutions

» Actively discuss with your classmates



Question?

Today, everyone will be acknowledged for attendance!
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