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Web Threat Models

* Network attacker: resides somewhere in the
communication link between client and server

—Passive: evasdropping
— Active: modification of messages, replay...

 Remote attacker: can connect to remote system via
the network

—Mostly targets the server

« Web attacker: controls attacker.com
—Can obtain SSL/TLS certificates for attacker.com
— Users can visit attacker.com




Today’s Topic

* Network attacker: resides somewhere in the
communication link between client and server

—Passive: evasdropping
— Active: modification of messages, replay...

 Remote attacker: can connect to remote system via
the network

—Mostly targets the server

« Web attacker: controls attacker.com
—Can obtain SSL/TLS certificates for attacker.com
— Users can visit attacker.com




Protocol ;

*

* A system of digital rules for data exchange between computers



Protocol g

*

* A system of digital rules for data exchange between computers
« Many layered protocols

High-level idea
HTTP
/ request \

Used protocol

Application N HTTP
Presentation| i~ frequest
Session F r
Transport —
N IP TCP HTTP
Network header header request
Data Link aIme D O = z
Physical B e e s —




Protocol r’

*

* A system of digital rules for data exchange between computers
« Many layered protocols

High-level idea
HTTP
/ request \

8 Frame I[P TCP HTTP [Frame 8
header header header requestiiooter




Network Attackers ;

*

* A system of digital rules for data exchange between computers

« Many layered protocols

g/

&

()

CE—
Snlppln
Mod|f|cat|on of messages

8 Frame I[P TCP HTTP [Frame 8
header header header requestiiooter




O
How is such an Attack Pgssible?

» Such attacks can be carried out using techniques such
as:

—ARP spoofing
—DNS spoofing
—BGP hijacking

* This topic is out of scope for this course!



Motivative Question . g

g/ A

Modification of messages

from network attackers?

o
(=)
How do we mitigate attacks l Snipping

8 Frame IP TCP HTTP |[Frame 8
headerheader header request/footer




Motivation: Cryptog raphai‘ecal Protocol 5
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4
We need some Snipping
cryptog raphic protocol Modlflcatlon of messages

@ Frame IP TCP HTTP |[Frame @
headerheader header request footer




SSL/TLS U



What is SSL/TLS?

* Secure Sockets Layer (SSL) and Transport Layer Security (TLS)
protocols
— Same protocol design, different crypto algorithms
— (Reserved) port number: 443

« Security goals: achieving...
— Confidentiality
- Integrity
— Authentication

* De facto standard for Internet security



SSL/TLS Basic Idea . g

» Adding a protocol layer for secure communication!

‘ Used protocol
HTTP
= HTTP

Application

SSMAESEncrypted
Presentation ’ . da SSL/TLS

Session

Transport )

Performs encryption on the data
Network : ..
: received from the application layer
Data Link

Physical




SSL/TLS Basic Idea . ;

» Adding a protocol layer for secure communication!

HTTPS Protocol =

‘ HTTP + SSL/TLS Used protocol

En

SSL/TLS

Application

Presentation

Session

Transport

Performs encryption on the data
received from the application layer

Network
Data Link
Physical




SSL/TLS Basic Idea

» Adding a protocol layer for secure communication!

Used protocol
-
,

Application :

Presentation ~ " dat '
N etwo.r K “headerlheader at IP
L/)::j;;gj( A'rfggrdnee r heLI::jer hggdper Ilfcg?)’r:e]? _Ethernet




SSL/TLS Basic Idea

» Adding a protocol layer for secure communication!

-

@ ___________|Frame| IP | TCP EEIEAIES] ypted|Frame
headerlheaderlheaderfhl=ELES  data | footer




Use Cases
%

* Emalil

* Vice over IP (VoIP)

« Payment systems (transactions)
« HTTPS

— The most publicly visible use case!
— Deployed in every web browser



History of the Protocol . z

o Early 1994 o Nov. 1996 o Apr. 2006 o Aug. 2018

. SSL 1.0 —internal . SSL 3.0 — Netscape and  TLS 1.1 . TLS1.3

' Netscape design ' Paul Kocher ! :

E * Lost in the mists of time E i i

—a - o 3 S > 2 >

| ' TLS 1.0 — Internet i
| . standard i
! .+ Based on SSL 3.0, but not :
! SSL 2.0 — Netscape ! in?:%pgpable (uses dLijﬁg:Jent !
1« Several weaknesses ! cryptographic algorithms) - TLS 1.2
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SSL/TLS Basics

* Runs in the presentation layer
» Uses symmetric crypto, asymmetric crypto, and digital

signatures
« Composed of two layers of protocols: Application Layer
1. Handshake protocol
2. Record protocol Handshake Protocol

SSL/TLS

Record Protocol

Transport Layer




SSL/TLS Basics

V2

Handshake Protocol



SSL/TLS Handshake Protgcol

* The most complex part of SSL

« Uses asymmetric cryptography (public-key cryptography) to
establish several shared secret




Ref: Asymmetric Key Cry;Etography

« Each party has two distinct keys: public key and private key

— Also known as public-key algorithm

public key private key




Ref: Asymmetric Key Cryaetography ;

« Each party has two distinct keys: public key and private key

— Also known as public-key algorithm

2\

Bob's
private key




Ref: Asymmetric Key Cry£tography ;

« Each party has two distinct keys: public key and private key

— Also known as public-key algorithm

2\

Bob's
private key

Only Bob should

have this key



Ref: Asymmetric Key Cryptography

« Each party has two distinct keys: public key and private key

— Also known as public-key algorithm

Bob's Bob's

Alice

public key private key
Plaintext Lm Decryption Plamtext

Ciphertext




Example: RSA Algorithm

[c = E(m, pk)

m = 10

g/

Alice

Bob’s

public key (pk)
e=>5
n =91

Ciphertext

Insecure channel

D

M m = D(c,sk) = c“ modn]
c = 82 m =10

M— £ —>

_)g

Bob’s private

key (sk)
d =29
n =91

-

Bob



Recap: SSL/TLS Handshaalée Protocol

* The most complex part of SSL

« Uses asymmetric cryptography (public-key cryptography) to
establish several shared secret




Four Phases of Handshake Protocol

http s://searc

Client

Phase 1:
Establishing security capabilities

Phase 2:
Server authentication and key exchange

Phase 3:
Client authentication and key exchange

Phase 4:

Finalizing the handshake protocol

Server


https://search/

Phase 1: Establishing Security Capabilities

s://searc o —

Phase 1:

Establishing security capabilities


https://search/

Phase 1: Establishing Security Capabilities

http s://searc

Client

Client random #

Generate random #
(will be used later for key
generation)

Server
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Phase 1: Establishing Security Capabilities

http s://searc

Client - g —=dn Server

Client random # Client Hello

Version

Client random number
Session ID

Cipher suite
Compression methods
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Phase 1 — Client Hello — Details

* Version
— Highest protocol version supported by the client

* Client random number
— Random 32 bit time stamp + 28 random bytes
— It will be used later for key generation

« Session ID
— 0: establish new connection on new session
— Non-zero: resume an old session

« Cipher suite

— Set of cryptographic algorithms supported by
the client

« Compression methods
— Sequence of compression methods




Cipher Suites

Client Hello — Details

* Version
— Highest protocol version supported by the client
« Client random number Format:
— Random 32 bit time stamp + 28 random bytes TLS_RSA_WITH_AES_128_CBC_SHA

— It will be used later for key generation

« Session ID
— 0: establish new connection on new session
— Non-zero: resume an old session

« Cipher suite

— Set of cryptographic algorithms supported by
the client

« Compression methods
— Sequence of compression methods




Cipher Suites ;

3
Client Hello — Details
* Version
— Highest protocol version supported by the client
» Client random number Format:

- Random 32 bit time stamp +{I=Jna e I=s—TLS_RSA_WITH_AES_128_CBC_SHA

— It will be used later for key ge

- Session ID (Asymmetric)
el Encryption/decryption algorithm

mMRSAE (£ handshake protocol
» Cipher suite /

— Set of cryptographic algorithms supported by
the client

« Compression methods
— Sequence of compression methods



Ref: RSA Algorithm

[c=E(m,pk)ﬂod_n] W=cdmodn]
m = 10 c =82 m = 10
MN|—> E —)&—) p —>[DA

Ciphertext

Bob's Bob's private

public key (pk) key (sk)

Alice Insecure channel Bob




Cipher Suites g

Client Hello — Details

%

* Version
— Highest protocol version supported by the client

* Client random number
— Random 32 bit time stamp + =128 f57670) N/
— It will be used later for key ge

- Session ID (Asymmetric)
el Encryption/decryption algorithm

mMRSAE (£ handshake protocol
» Cipher suite /

— Set of cryptographic algorithrg -
the client (Symmetrlc)

T STyl Encryption/decryption algorithm
~ Sequence of compression mé for record protocol

Format:
TLS_RSA_WITH_AES_128_CBC_SHA




Ref: Symmetric Key Cryp;ography ;

* The same key is used to encrypt/decrypt messages
— Also known as secret key algorithm

g 7

Alice key

Shared secret key



Ref: Symmetric Key Cryptography

* The same key is used to encrypt/decrypt messages
— Also known as secret key algorithm

e

Alice

Plaintext

W
D
<

Ciphertext



Ref: Advanced Encrypticﬂg Standard (AES)

Inputs

Plaintext (16 Bytes = 128 bits)

Master Key (16 Bytes) Ciphertext (16 Bytes)

Byte matrix

SubBytes

I

MixColumns

Bound 1

Key O Key 1 Key 10

ShiftRows é Shift Shift
1 —— o0 o —p

Sub Sub

Mix

Round 2 Round 10




Cipher Suites ;

Client Hello — Details

%

* Version
— Highest protocol version supported by the client

* Client random number
— Random 32 bit time stamp + =128 f57670) N/
— It will be used later for key ge

- Session ID (Asymmetric)
el Encryption/decryption algorithm

— Non- : Te
e for key exchange
» Cipher suite

— Set of cryptographic algorithrg -
the client (Symmetrlc)

TSyl Encryption/decryption algorithm
— Sequence of compression mé for data exchange

Format:
TLS_RSA_WITH_AES_128_CBC_SHA




Cipher Suite — Example

Cipher Suite Key Exchange Cipher MAC
No protection
[ TLS_NULL_WITH_NULL_NULL NULL NULL NULL
TLS RSA WITH NULL MDbG RSA NULL MD5
TLS RSA WITH NULL_SHA RSA NULL SHA
TLS RSA WITH NULL SHA256 RSA NULL SHA256
TLS RSA WITH RC4 128 MD5 RSA RC4 128 MD5 =
TLS RSA WITH RC4 128 SHA RSA RC4 128 SHA Uses RSA (certificate) fo_r
TLS RSA_WITH 3DES EDE CBC_SHA RSA 3DES_EDE CBC SHA key exchange, AES 256 in

TLS RSA WITH AES 128 CBC SHA RSA AES 128 CBC SHA CBC mode for encryption
| TLS_RSA_WITH_AES_256_CBC_SHA RSA AES_256_CBC SHA and SHA256 as MAC
TLS RSA WITH AES 128 CBC SHAZ56 RSA AES 128 CBC SHAZ56

TLS RSA WITH AES 256 CBC_SHA256 RSA AES 256 CBC SHA256

TLS DH anon WITH RC4_128_MD5 DH anon RC4 128 MD5

TLS DH anon WITH 3DES EDE CBC_ SHA DH anon 3DES EDE CBC SHA

TLS DH DSS WITH AES 128 CBC SHA DH_DSS AES 128 CBC SHA

TLS DH RSA WITH AES 128 CBC SHA DH RSA AES 128 CBC SHA

TLS DHE DSS WITH AES 128 CBC SHA DHE DSS RPN S Uses ephemeral Diffie- Hellman
TLS DHE RSA WITH AES 128 CBC SHA DHE RSA AES 128 CBC SHA :

TLS DH anon WITH AES 128 CBC_SHA DH_anon TR | with RSAfor key exchange,
TLS DH DSS WITH AES 256 CBC_SHA DH DSS AES_256_CBC SHANEINSSIIS N G108 (o]l =1ale1gY o] [e]g!
TLS DH RSA WITH AES 256 CBC SHA DH RSA AES 256 CBC SHA

TLS DHE DSS WITH AES 256 CBC SHA DHE DSS AES 256 CBC SHA and SHA256 as MAC
[TLS_DHE_RSA WITH AES 256 CBC_SHA DHE RSA AES 256 CBC__SHA

TLS DH anon WITH AES 256 CBC SHA DH anon AES 256 CBC SHA




Cipher Suite

Client Hello —

Version
— Highest protocol version s

Client random number

8 |n decreasing order
Se of preference

— 0: establish new cC
— Non-zero: resume an old

Cipher suite

— Set of cryptographic algor{
the client

Compression methods
— Sequence of compressio

Version: TLS 1.8 (@xe301)

Length: 512

v Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 588
Version: TLS 1.2 (©x@303)
Random: 1396873af8dsedbe7f55a31atbacc93avdeppa25005764fe..
Session ID Length: 32
Session ID: fe329526917d48c5at72228bdcb801142894fe91f4a54817...

Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher

Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:

Cipher Suites Length: 34
v Cipher Suites (17 suites)
Suite:
Suite:

Reserved (GREASE) (©x3a3a)

TLS AES 128 GCM SHA256 (©x1301)

TLS AES 256 GCM _SHA384 (0x1302)

TLS CHACHA2@ POLY1305 SHA256 (©x1303)

TLS ECDHE_ECDSA WITH_AES 128 GCM SHA256 (0xc@2b)
TLS ECDHE_RSA WITH AES 128 GCM SHA256 (@xc@2f)
TLS ECDHE_ECDSA WITH AES 256 GCM SHA384 (@xc@2c)
TLS ECDHE_RSA WITH AES 256 GCM SHA384 (0xc030)

TLS ECDHE_ECDSA WITH CHACHA20 POLY1305 SHA256 (@xcca9)

TLS ECDHE RSA WITH CHACHA2@

POLY15385 SHA256 (@Xccas




Phase 1: Establishing Security Capabilities

http s://searc

Client - g —=dn Server

Client random # Client Hello Client random #

Version

Client random number
Session ID

Cipher suite
Compression methods



https://search/

Phase 1: Establishing Security Capabilities

0 —
Client g —emn Server
Client random # Client Hello Client random #
Y~ Server random #

Client random number
Session ID
Cipher suite

Compression methods Generate random #

(will be used later for key
generation



https://search/

Phase 1: Establishing Security Capabilities

o —
Client g _m—tn SErver
Client random # Client Hello Client random #
- Server random #

Client random number
Session ID

Cipher suite
Compression methods

Server Hello

Version

Server random number
Session ID

Selected cipher set

Selected compression methods


https://search/

Phase 1: Establishing Sec*le.lrity Capabilities

https://search.. o —
Client g — SErVer

Client random # Client Hello Client random #
Server random # Y~ Server random #

Client random number Same as Client Hello
Session ID

Cipher suite but confirmation
Compression methods

Server Hello
Version

Server random number

Session ID

Selected cipher set
Selected compression methods


https://search/

I
Phase 1 — Server Hello — Details

Client Hello — Details

 Version

— Highest protocol version supported by the client

* Client random number
— Random 32 bit time stamp + 28 random bytes
— It will be used later for key generation

« Session ID
— 0: establish new connection on new session
— Non-zero: resume an old session

* Cipher suite

— Set of cryptographic algorithms supported by
the client

« Compression methods
— Sequence of compression methods

Server Hello — Details

* Version
— Highest common version

« Server random number
— Random 32 bit time stamp + 28 random bytes
— It will be used later for key generation

 Session ID

— New session ID if zero, old session ID
otherwise

* Cipher suite
— The selected cipher suite

« Compression methods
— The selected compression technique



vl TLSv1.2 Record Layer: Handshake Protocol: Server Hello

Content Type: Handshake (22

Version: TLS 1.2 (@x0303) _ _

Length: 78 Selected cipher suite

v Handshake Protocol: Server Hello

Handshake Type: Server Hello (2)
Length: 74
Version: TLS 1.2 (8x8303)
Random: 3896a769b30ae8f9cd@dcd3ebld58aadd7al2e2c5ca

mber
stamp + 28 random bytes

i7b... or key generation

s 101 ) oRoTH
Cipher Suite: TLS ECDHE RSA WITH AES 128 GCM SHA256 (@xce2f) d _ D
Compression MetThod: nu 2] 2ro, Old session

Extensions Length: 34

Extension: renegotiation info (len=1)
Extension: server _name (len=@) suite
Extension: ec point formats (len=4)

Extension: session ticket (len=@)

Extension: application layer protocol negotiation (len=5)
Extension: extended master secret (len=e@)

10ds
ession technique




Phase 1: Establishing Security Capabilities

https.//search.. o —

Client - g —=dn Server

Client random # : Client random #
Server random # Phase 1: Server random #

Establishing security capabilities

After Phase 1, the client and server know the followings:
* The version of SSL/TLS

* The algorithms for key exchange and encryption

ne compression method

ne two random numbers for key generation



https://search/

Phase 2: Server Auth. and Key Exchange

s://searc o —
Client g i Server

Client random #
Server random #

Client random #
Server random #

Phase 1:
Establishing security capabilities

Phase 2:
Server authentication and key exchange



https://search/

Phase 2: Server Auth. and Key Exchange

0 —
Client O - Server
O -
Client random # Certificate Client random #
Server random # Chain of certificates (@perver random #

Server’s Digital
Certificate

Q4

CA's Server’s
sign public kef/
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Phase 2: Server Auth. ang Key Exchange

s://searc o —
Client g i Server

Client random # Certificate Client random #
Server random # Chain of certificates (@perver random #

CA's Server’s
sign public kef/

? How can we verify that this public
e | key actually belongs to the server?

Recelve the

server's public key



https://search/

Digital Certificate

« A document certifying that the public key included inside does
belong to the identity described in the document

* The Certificate Authority (CA), a trusted third party, certifies the
server's public key using a digital signature




Digital Signature

g 7 V™

Alice Bob's Bob's Bob

public key private key

Plaintext

encryption

Ciphertext



Digital Signature ;

This message is from Bob
(authentication)

Bob's
public key
|

Ciphertext



Digital Certificate

v' Subject: Server

Digital Certificate

v Expires: 11/25/2034

v Bob’s public key:
Certificate ADFECDBBF... ,

Authority (CA)

Encrypt with
CA's private key

Trusted 3rd-party authority (Sign)
(KISA, yesSign, Verisign ...)

0101000010. .




Digital Certificate

v' Subject: Server
v Expires: 11/25/20 A

Certificate
Authority (CA)

Encrypt with 1
CA’s private key 0101000010. .

(Sign)



Hash-based Digital Signa;;cure g

Verification
Digital Certificate @

v' Subject: Server NW

v Expires: 11/25/2034

v Bob’s public key:
ADFECDBBF... ,




Hash-based Digital Signa;;cure g

?t{ Any problems?

Digital Certificate

v' Subject: Server
v Expires: 11/25/2034
v Bob’s public key:
ADFECDBBF...

Decrypt with 5 ] 1
Q m) blie key 101000010. . g 0101000010 .
CA's sign Authentication: Confirm

Server’s public key



X.509 Certificate (Demo)* ;

Version

Serial Number

Signature Algorithm Identifier

Issuer Name

Validity Period

Subject Name

Public Key Information

[ssuer Unique ID

Subject Unique [D

Extensions

version 1

version 2

version 3

ot AHHIE
o c af -
= HH 3
= L 09575z 3e
= M 202 E SH&1 + RS54
= E= cn=yessignC A, ou=accredited,
= CHEEH S5 2009-05-19 00:00:00
=|CHEDHA S&E 2010-05-25 23:59:59
= ZH cn= " _O00Z20045200505177, —
= EMF HO2E FSA
== M7 30818902818100302 70 78bGe91,
E[M = 07c851200z4615f4b08576dddae: ., .
= CaF JSE = datbbd33Zdobb Td Tac94ebitelld, |,
=lo=) ==t T241n2nmnnA114 b




One Concern: ;

H

Recursive concern:
How can we trust that the

public key belongs to CA?

Decrypt with
CA's public key



Chain of Trust

Root CA’s Digital
Certificate

Q4

Self Root CA’s
sign public keyl/

Root CA
' v

Sub CA'’s Digital - :
Certificate 2 Embedded in N
aiaié OS or web browsers 73
@ f LT LILT |
NW ———— ————

Root CA's Sub CA’s

Sub CA 1| sign  public kb Sub CA 2 Sub CA 2

|
| <
|
|

ol oo |



Chain of Trust

Root CA’s Digital
Certificate

Q4
Self Root CA
I Root CA sign pL(l);))I'C keS

Sub CA'’s Digital
Certificate

Sub CA 1 z Signed with
| root CA’s public key




Recap: Chain of Trust

Root CA’s Digital

Certificate
| want to verify that this public Q f

key belongs to server! Self Root C/

sign public

Sub CA'’s Digital
Certificate

Q f Embedded in

Root CA’'s Sub CA’s
sign public kff OS or web browsers

Server’s Digital
Certificate




%

Browsers are Pre-configured with 100+ Trusted CAs

@ Certificate Manager

., . e

P

Your Certificates | People | Servers | Authorities | Others |

You have certificates on file that identify these certificate authorities:

Certificate Name Security Device

b TDC

b TDC Internet

b Thawte

> Thawte Consulting

I* Thawte Consulting cc

b thawte, Inc.

b The Go Daddy Group, Inc.
P The USERTRUST Network
> TURKTRUST Bilgi Iletigim ve Biligim Gavenligi Hizmetleri A.S. ...
P Unizeto Sp. z 0.0.

b ValiCert, Inc.

- VeriSign, Inc.

b VISA

> Wells Fargo

P Wells Fargo WellsSecure

b XRamp Security Services Inc

a

« L]

View.. | | Edit. | | Import.. | | Export.. | | Delete.. |




Phase 2: Server Auth. ang Key Exchange

https://search..

Client random #
Server random #

Server’s Digital
Certificate

Q4

CA's Server’s
sign public kef/

Client verifies that server
provided a valid certificate

Server

Certificate Client random #
Chain of certificates perver random #

@ https://www.google.com

& Security X

google.com

@ Connection is secure

Your information (for example, passwords or
credit card numbers) is private when it is sent
to this site. Learn more

E Certificate is valid Z
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Phase 2: Server Auth. ang Key Exchange ;

0 —
Client O - Server
O -
Client random # Certificate Client random #
Server random # Chain of certificates (@perver random #

Server’s Server’s
public key private key

(Optional) Client Certificate Request
» List of acceptable certificates

« List of acceptable authorities

When the server requires a digital

certificate to authenticate the client


https://search/

Phase 2: Server Auth. ang Key Exchange

o —
Client O .l Server
O -
Client random # Certificate Client random #

Server random # Chain of certificates (@perver random #

Server’s Server’s
public key private key
» List of acceptable certificates

* List of acceptable authol “Pm done and [l
wait on response”

(Optional) Client Certificate Request

Server Hello
No contents


https://search/

Phase 1: Establishing Security Capabilities

o —
O -

Phase 1:
Establishing security capabilities

Phase 2:
Server authentication and key exchange

After Phase 2,
 The server is authenticated to the client
* The client knows the public key of the server

Server


https://search/

Phase 3: Client Auth. and Key Exchange

http s://searc

Client

Phase 1:
Establishing security capabilities

Phase 2:

Server authentication and key exchange

Phase 3:

Client authentication and key exchange

Server
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Phase 3: Client Auth, and Kev Exchange ;

http s://searc

Server

Client random # Optional Certificate Client random #
Server random # Server random #

, Chain of certificates
Server’s Server’s
public key private key


https://search/

Phase 3: Client Auth. anc;l‘e Key Exchange ;

o —
Client g et Server
Servor random 4 Optional) Certificate Server random 4
1 Chain of certificates |
Server’s Server’s
public key private key

Pre-master secret

The client generates a random
number, called a pre-master secret
used later for key generation



https://search/

Phase 3: Client Auth. angl‘e Key Exchange

http s://searc

Server

Client random # Optional Certificate Client random #
Server random # Server random #

| Chain of certificates ,
Server’s Server’s
public key private key

Encrypted pre-master secret
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Phase 3: Client Auth. anc;l‘e Key Exchange

http s://searc

Server

Client random # Optional Certificate Client random #
Server random # Server random #

| Chain of certificates ,
Server’s Server’s
public key private key

Pre-master secret
Pre-master secret

Encrypted pre-master secret
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Phase 3: Client Auth. anc;l‘e Key Exchange ;

http s://search.. o —

Server

Client random #
Server random #

Server’s
private key

Provide explicit verification
of client certificate

Client random #
Server random #

Server’s
public key

Pre-master secret

Optional) Certificate
Chain of certificates

Signature to prove certificate


https://search/

Phase 3: Client Auth. and Key Exchange

https.//search.. o —

Client - g —=dn Server

Client random # Client random #

Server random # e Phase_1 : e Server random #
Server's Establishing security capabilities Server's
public key private key

Phase 2:
Server authentication and key exchange Pre-master secret

Pre-master secret

Phase 3:
Client authentication and key exchange
After Phase 3,
* (Optional) The client is authenticated for the server
« Both the client and the server know the pre-master secret



https://search/

Phase 3: Client Auth. and Key Exchange

0 —

Client - g __ Server
Client random # Client random #
Server random # Server random #

on"l Before move on Phase 4,
public key private key

let’s make symmetric key

Why do we need a symmetric key
even though we already have asymmetric key?

Pre-master secret
Pre-master secret


https://search/

Pros and Cons: Asymmetrai‘ec-key Cryptography

 Pros
— No need to share a secret

— Enable multiple senders to communicate privately with a single
receiver

— More applications: Digital sign

e Cons

— Slower in general: due to the larger key
» Roughly 2-3 orders of magnitude slower



Solution: Combination 01; Two Schemes

Share a symmetric key

t 2) with RSA algorithm

Bob’s
public key private key (sk)

Decryption

Alice

Sym metric
key

Sym metric
key



Solution: Combination o!“E Two Schemes g

g

Alice _ Communicatic_)n
with the symmetric key
Symmetric

key

Symmetric
key



Phase 3: Client Auth. and Key Exchange

https.//search.. o —
Client - g —=dn Server

Client random # Client random #
Server random # Server random #

f on"l Before move on Phase 4, ZP
" | let’s make symmetric key i

Server’s
rivate key

Pre-master secret
Pre-master secret
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Calculation of Master Seiret

https://search.. o —

Client random #
Server random #

Server’s : : Server’s
public key Message digest algorithm private key

Server

Client random #

Client random # § Pre-master secret f Server random # Server random #

MDS5 & SHA-1

Pre-master secret
Pre-master secret

Master secret
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Calculation of Symmetric* Key g

http s://searc

Client

Client random #
Server random #

Server’s
public key

Pre-master secret

Client random # § Pre-master secret §Server random #

Message digest algorithm
MDS5 & SHA-1

Master secret

Message digest algorithm
MDS & SHA-1

Symmetric key

Server

Client random #
Server random #

Server’s
private key

Pre-master secret


https://search/

Calculation of Symmetricg‘e Key

s://searc o —
Client g — SErVer

Client random #
Server random #

Client random #
Server random #

Server’s Server’s
f public key Message digest algorithm f private key
MD5 & SHA-1

Client random # § Pre-master secret §Server random #

Pre-master secret
Pre-master secret

Symmetric key Master secret Symmetric key

Message digest algorithm
MDS & SHA-1

Symmetric key
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Phase 3: Client Auth. and Key Exchange

https.//search.. o —

Client - g —=dn Server

Client random # Client random #

Server random # e Phase_1 : e Server random #
Server's Establishing security capabilities Server's
public key private key

Phase 2:
Server authentication and key exchange Pre-master secret

Symmetric key

Pre-master secret

Symmetric key

Phase 3:
Client authentication and key exchange
After Phase 3,
* (Optional) The client is authenticated for the server
« Both the client and the server know the pre-master secret



https://search/

Phase 4: Finalizing the Handshake Protocol

s://searc o —
Client g i Server

Client random # : Client random #
Server random # Phase 1: Server random #

Server's Establishing security capabilities Server's
public key private key

Phase 2:
Server authentication and key exchange Pre-master secret

Symmetric key

Pre-master secret

Symmetric key

Phase 3:
Client authentication and key exchange

Phase 4:
Finalizing the handshake protocol
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Phase 4: Finalizing the Hgndshake Protocol

s://searc o —
Client O - Server
O -
Client random # Change Cipher Spec Client random #
Server random 1 1 Server random #
Server’s Server’s
public key private key

Pre-master secr&4 MD5 Hash + SHA Hash

. Pre-master secret
Change Cipher Spec

1

Symmetric key Symmetric key

Finished
MD5 Hash + SHA Hash 4

The client and server are ready to exchange data


https://search/

Handshake
Protocol
Summary

Time

-+

Client

Server

Mﬂ\’

Estahlizh security capabilities,
including protocol version,
session [I, cipher smte,
compression method, and
initial random numbers.

M

ver_key oXeRAE"
B -

14

qerver_ petlo_done

Server may send certificate,
kev exchange, and request
certificate. Server signals end
of hello meszage phase

Client zends certificate if
requested, Client sends key
exchange. Client may send
cerfificate verification,

Change cipher zuite and fimsh
handshake protocol,



SSL/TLS Basics

V2

Handshake Protocol



SSL/TLS Basics

Handshake Protocol

Record Protocol



SSL Record Protocol Ope"[ation ;

Application Data
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SSL Record Protocol Ope*[ation

Application Data

,/I I\\

’ ! | ~
’ 1 1 b
7 1 1 N\

Fragment




SSL Record Protocol Ope*[ation

Application Data

,/I I\\

’ ! | ~
’ 1 1 b
7 1 1 N\

Fragment

Compress % Optional step!



SSL Record Protocol Ope*[ation

Application Data

,/I l\\

’ ! | ~
’ 1 1 b
7 1 1 N

Compress Optional step!

Add MAC W//////:

Fragment

. MAC Check bOth _ Client | Server |Client[Server
integrity and authenticity auth. key| auth. keyJenc. key|enc. key] IV | 1V

Symmetric Key f




Ref: Message Authentica*teion Codes (MAE

Use the symmetric key!

X,
\ 4
I o
4

) —h

Alice Insecure channel Bob




Ref: Message Authentica;ion Codes (MAC)

7@
mac(x) I_m_ac_(x)_|
£ = -

Alice Insecure channel Bob




Ref: Message Authentication Codes (MAC)

/
¥
| | l |
<=0 [ [ x):
\ A 7 I /0
mac(x) 1 mac(x) | | mac(x) |
‘=/ D> >

A|ice Insecure channel




Ref: Message Authentication Codes (MAC)

¥
20 5 gl
| I

mac(x) 1| mac(x) |

L | | L___ 4 L | |
.

A|ice Insecure channel




Ref: Message Authentica*teion Codes (MA@

Y Check both integrity
7 and authenticity
¥ L ___
| |
<08 i),
) 7

mac(x) 1 mac(x) |

L | | L___ 4

* 4
* 4
* R4
‘@’

A|ice Insecure channel




SSL Record Protocol Ope"[ation E

Application Data

Fragment

Compress %%
Add MAC W///{///ﬁ&\\

Encrypt

auth. key| auth. key| enc. key | enc. ke Y |\

Symmetric Key f



SSL/TLS Final Overview E

*

Sender Receiver

28 1ms - ’ ......... { SYN ACK

ACK e 56 ms )

S
Swos -dll

: ServerHello
C|IentHe||0 84mS beemrrrrrmmmrirrm e e (ertiﬁcate

: ‘///—' | ServerHelloDone |
ClientKeYEXChANGE |...eovee e e 112 ms
ChangeCipherSpec  ’ t ~
?im'sﬁ’]ed P ChangeCipherSpec

Y
A

sw 7Ll - STl

o ‘_____/// """"" Finished
Application Data ............................................................................... 168 ms }
196 ms .....-------j ......... { Appllcatlon Data ]
e S 224'ms

v v



How SSL/TLS Provides Security Properties?

« Security goals: achieving confidentiality, integrity, and
authentication
—-Confidentiality
= Asymmetric-key algorithm for key exchange (pre-master key)
» Symmetric-key algorithm for data exchange

—Integrity:
* Finished message verifies the integrity of the handshake
= MAC for data exchange

* |f an attacker modifies the message, the recipient can detect the
modification

—Authentication
» Authenticate the identity of the server using the server’s certificate
= MAC for data exchange



How SSL/TLS Provides Sicurity Propertie;.

» Security goals: achieving confidentiality, integrity, and
authentication
—-Confidentiality

Are we safe now?

* Finished message verifies the integrity o
= MAC for data exchange

* |f an attacker modifies the message, the recipient can detect the
modification

€ Nandsnake

—Authentication
» Authenticate the identity of the server using the server’s certificate
= MAC for data exchange



SSL/TLS Implementationi :

» Many open-source implementations of SSL/TLS are available
for developers




Can We Believe the
SSL/TLS Implementations?



Bypass Example #1: Hear;bleed Bug (in 2&4)

 Famous bug in OpenSSL (in TLS heartbeat)

* An attacker can steal private keys




Heartbleed Bug: High-level Workflow

heartbeat function
to check if the server is alive

Client Server



Heartbleed Bug: High-level Workflow

Are you still there?
If so, respond with !]
a 6-byte string “CSE480” m

‘. / (=9

]
Client Server




Heartbleed Bug: High-level Workflow

g/

Client

Are you still there?
If so, respond with
a 5000-byte string “CSE480”

CSE480XXXXXXXXX...

Server



Heartbleed Bug: High-le\*/eel Workflow ;

Are you still there?
If so, respond with
a 5000-byte string “CSE480”

‘ / CSE480XXXXXXXXX...

Client

Server

Memory disclosure!

(leak private keys)



The Bug

struct {
HeartbeatMessageType type;
uintlé payload length;
opaque payload[HeartbeatMessage.payload length];
opaque padding[padding length];
} HeartbeatMessage;

%

struct {
unsigned int length;
unsigned char *data;

} SSL3_RECORD;



The Bug

struct { Calculated from

HeartbeatMessageType typg the user’s payload (i.e., 6)
uintlé payload length;
opaque payload[HeartbeatMessage.payload length];

opaque paddi Payload obtained from
} HeartbeatMess3s HeartbeatMessage (ie. CSE480)

struct { Obtained from
unsigned t lengths .
unsign char *data; the usSer s InpUt (i.e., 5000)

} SSL3_RECQRD;

memcpy(bp, pl, length); // vulnerable spot!i*?

Copy arbitrary memory contents of a

server! TLS secret key may be available




The Bug

struct { Calculated from

HeartbeatMessageType typg the user’s payload (i.e., 6)
uint16 payload length; Root cause:
opaque payload[HeartbeatMessage.payload length]; Did not check the

opaque paddi Payload obtained from consistency of the values
} HeartbeatMess Hear\tbeatMessage (i.e., CSE480) of the two variables!

struct { Obtained from
unsigned t lengths .
unsign char *data; the usSer s InpUt (i.e., 5000)

} SSL3_RECQRD;

memcpy(bp, pl, length); // vulnerable spot! &

Copy arbitrary memory contents of a

server! TLS secret key may be available




Bypass Example #2: Finggrprint Attack

« Beauty and the Burst: Remote Identification of Encrypted Video
Streams, USENIX SEC’17

Beauty and the Burst:
Remote Identification of Encrypted Video Streams

Roei Schuster Vitaly Shmatikov Eran Tromer
Tel Aviv University, Cornell Tech Cornell Tech Tel Aviv University, Columbia University
rs864Qcornell.edu shmat@cs.cornell.edu tromer@cs.tau.ac.il
Abstract Our contributions. First, we analyze the root cause of

, , , the bursty, on-off patterns exhibited by encrypted video
The MPEG-DASH streaming video standard contains an .
) _ . _ streams. The MPEG-DASH streaming standard (1) cre-
information leak: even if the stream is encrypted, the

segmentation prescribed by the standard causes content-
dependent packet bursts. We show that many video
streams are uniquely characterized by their burst pat-

ates video segments whose size varies due to variable-
rate encoding, and (2) prescribes that clients request con-
tent at segment granularity. We demonstrate that packet
hiirete 1n encrvnted <treams< corresnond to seoment re- |




Beauty and the Burst, U.il.-'Nl)( SEC 17 I

* Observation: Many video streams are uniquely characterized by
their burst patterns (Fingerprintable patterns)

— Even if packets are encrypted at the transport layer (e.g., using TLS),

their sizes and times of arrival are visible to anyone watching the
network

. lguana vs. Snakes bitrate
&3 YouTube :

A j
h. ‘ .1 '4 \" ]
{ | ' \

[\/ ‘ ]
] ‘ Y i
Iguana vs Snakes | Planet Earth Il j YR 4 | &y,
x84 20702t%] - 814 N1 " ||
1 (1] | |
] | ,
BBC Earth @ . : | ." l' - ¥
§rsooeet | [ || | | | /
This behaviour has never been filmed before! Hatch B | | ‘ | ‘| \ ll /
| - x .
| A | \
. L \ A
W
\ /1
¥ |
|
|
Rapid ,

Iguana Chase Iguana
1 movement is still scene resting ||

.........

..........



Scenery, movement, tension rising  [FI#




.
Beauty and the Burst, USENIX SEC 17

* Observation: Many video streams are uniquely characterized by

their burst patterns (Fingerprintable patterns)

— Even if packets are encrypted at the transport layer (e.g., using TLS),
their sizes and times of arrival are visible to anyone watching the

network

* Approach: ML-based video fingerprinting

Features

* Downstream/upstream/total

| values of bps Classify the
Video ‘ . Packet per second ‘ ‘ ;/S/dvsgt(z;f;;n;/ct/m

* Average packet length




Beauty and the Burst, USENIX SEC 17

* Observation: Many video streams are uniquely characterized by
their burst patterns (Fingerprintable patterns)

— Even if packets are encrypted at the transport layer (e.g., using TLS),
their sizes and times of arrival are visible to anyone watching the
network

* Approach: ML-based video fingerprinting

 Results:

- Youtube: 0 false positives with 0.988 recall
— Netflix: 0.0005 false positive rate with 0.93 recall




O
Lesson

* Even if cryptographic algorithms are secure, threats can still
arise in practice

* Many research questions remain:

—How can we systematically discover vulnerabilities?
—How can we prevent attacks before they occur?
—How can we build secure platforms and software?




HTTPS U



HTTPS !

*

» Adding a protocol layer for secure communication!

HTTPS Protocol =

‘ HTTP + SSL/TLS Used protocol

HTTP

Application

SSL/TLS

Presentation

Session

Transport

Network
Data Link
Physical




HTTPS — The Lock Icon

— C & https://www.google.com G a hh w R

» Goal: the client (Human) can identify secure connection
- SSL/TLS is being used to protect against active network attacker

* Lock icon should only be show when the page is secure against
network attacker
— All elements on the page fetched using HTTPS
— Contents of the page have not been viewed or modified by an attacker

- HTTPS certificate is valid — “This webpage is really comes from
google.com server!”




HTTPS — The Lock Icon . E

& C' & https://www.google.com G Q@ M % RN

+ Goal: the client (Human) can identify SIRAb e

— SSL/TLS is being used to protect against served 0\{er HTTPS but
contains HTTP?

 Lock icon should only be show when the S IS secure against
network attacker
— All elements on the page fetched using HTTPS
— Contents of the page have not been viewed or modified by an attacker

- HTTPS certificate is valid — “This webpage is really comes from
google.com server!”




Mixed Content: Combinng HTTPS and H ;; P

« Page served over HTTPS but contains HTTP
~E 7: no lock, warning [P —]

B 7 %) This page has an unspecified potential security flaw.
¢ Would you like to continue?

Yes | No

- Firefox: “I” over lock, no warning by default

— Safari: does not detect mixed content
— Chrome: lock icon, warning

@ @ /[ JROHKR x \)

- C | & 988 https://jroh.kr G | £
HH (o . e TR ® ~— "

::* of [ DevonThink Ehttps.//dlgnalscept... @ Snapdrop [ Technologies ol HOIXI7} SIBEIX] 4 AAUN ASEE B H

RE3R{T AE8tR UBLC
OIXIBIR| 42 ATJZE 2

[0 @ JROHKR 7 A@XEORP| o CM=27% | |

Xixl8] obe|

«



Mixed Content and Network Attacks

&3 https://bank.com/attack.html

<script
src=‘http://site.com/script.js’>
</script>



https://websec-lab.com/cse467.html

Mixed Content and Netvg‘eork Attacks

&3 https://bank.com/attack.html

<script
src=‘http://site.com/script.js’>
</script>

Developer mistake



https://websec-lab.com/cse467.html

Mixed Content and Netvg‘eork Attacks

&3 https://bank.com/attack.html

<script
src=‘http://site.com/script.js’>
</script>

site.com
web server

Developer mistake



https://websec-lab.com/cse467.html

Mixed Content and Netvg‘eork Attacks

&3 https://bank.com/attack.html

<script
src=‘http://site.com/script.js’>
</script>

site.com
web server

Developer mistake

N
Network attacker can now
inject any JS code



https://websec-lab.com/cse467.html

Mixed Content and Netw*ork Attacks E

&3 https://bank.com/attack.html

<script
src=°//site.com/script.js’>
</script>

site.com
web server

Better way to include content —
AR Served over the same protocol
\% as embedding page



https://websec-lab.com/cse467.html

HTTPS - Upgrade

« Come to site over HTTP (Port no. 80), redirect to HTTPS (Port
no. 443)!

®m . HTTP

SSL =

Apache configuration [

'<VirtualHost *:80@> |
ServerName [Domain] l
Redirect permanent / https://[Domain]/ :
|




Forcing HTTPs: HTTP Strj‘ft Transport Security

« HTTP header (Strict-Transport-Security) send by server
— Only valid if sent via HTTPS
—Strict-Transport-Security: max-age=<expiry 1in seconds>
» includeSubDomains: header is valid for all subdomains
» preload: allows for inclusion in preload list

— Ensures that site cannot be loaded via HT TP until expiry is reached

« Enforced by the browser



-
Summary

« SSL/TLS protocol

— Satisfy confidentiality
— Satisfy integrity
— Satisfy authentication

« HTTPS: HTTP + SSL/TLS protocol



Question?
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