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Abstract. Phishing remains a persistent and evolving threat to web se-
curity, continuously adapting to circumvent traditional defenses. Existing
phishing detection methodologies often rely on features extracted from
only a limited set of surface-level resources, such as URL strings, HTML
content, or visual logos. This fragmented view limits their ability to gen-
eralize across diverse phishing webpages and leaves them vulnerable to
resource-specific adversarial attacks.

In this paper, we propose PHISHXGRAPH, a robust phishing detection
framework that learns the underlying functional logic of phishing web-
pages through cross-layer interaction graphs. It models the relationships
among HTML structure, JavaScript execution, network requests, and
browser storage as a heterogeneous directed graph. It then classifies
each webpage using a machine learning model trained on graph-derived
features. On a large-scale dataset with 106K webpages, PHISHX GRAPH
achieves an accuracy of 98.64% and an F1 score of 97.28%, significantly
outperforming five state-of-the-art phishing detectors. Under diverse ad-
versarial attacks, it achieves the lowest attack success rate, averaging
2.57% compared with 21.58% for the five baselines, which demonstrates
its strong robustness.
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1 Introduction

Phishing remains one of the most pervasive and impactful cyber threats in the
modern web ecosystem. By masquerading as legitimate entities, attackers deceive
users into surrendering sensitive credentials, leading to significant financial and
personal damages that continue to escalate in 2025 [7,20]. To counter these
threats, early defenses relied heavily on blacklists [1,5]; however, these methods
often fail to protect users during the critical early hours of a phishing page’s
lifecycle due to rapid URL rotation [27,38,39,44].

To address this limitation, numerous machine learning (ML)-based phishing
detection techniques have been proposed [15,24, 35,42,48,52]. These methods
alm to extract discriminative features from phishing webpages. For example,
prior work has considered features from lexical URL patterns [24,42,48], HTML
content [30,50,52], and network infrastructure [18,21]. More recently, reference-
based approaches have also been explored [10,29, 32-34]. In particular, these
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methods compare suspect pages against brand-specific resources from legitimate
websites, such as logos.

However, existing approaches still share a fundamental limitation: they ob-
serve only a partial surface of a webpage. As shown in Table 1, prior approaches
typically focus on only one or a few resource types, such as URLs, HTML, net-
work infrastructure, or brand logos. This design (1) limits generalizability across
diverse phishing webpages and (2) remains vulnerable to resource-specific adver-
sarial attacks (e.g., image perturbation [17,19,40]).

Contributions. In this paper, we propose PHISHXGRAPH, a robust phishing
detection framework based on cross-layer interaction graphs. Our key idea is to
detect the underlying invariant phishing patterns (e.g., credential harvesting and
exfiltration) by considering not only a broad set of resource types, but also the
interactions among them.

During the rendering process, PHISHXGRAPH constructs a heterogeneous di-
rected graph, called a cross-layer interaction graph, that captures interactions
across four key layers: HTML, JavaScript (JS), network requests, and browser
storage. From this graph, PHISHXGRAPH extracts content, structural, and be-
havioral features, which are then used by a machine learning model to classify
webpages as phishing or benign.

We compared PHISHXGRAPH against five state-of-the-art baselines on a
large-scale dataset of 106K webpages, including 53K legitimate pages and 53K
phishing pages. PHISHXGRAPH achieved an F1 score of 97.28%, outperforming
URLNet (92.74%), LBP (84.10%), StackModel (89.68%), Phishpedia (75.56%),
and PhishIntention (74.27%). Our feature analysis further shows that cross-
resource interactions contribute substantially to detection, highlighting the im-
portance of cross-layer interaction graphs for phishing detection.

Under adversarial attacks, PHISHXGRAPH achieves the lowest attack success
rate, averaging 2.57% compared with 21.58% for the five baselines. We further
demonstrate the practical utility of PHISHXGRAPH in a 15-day real-world study,
where it proactively identified 1,716 emerging phishing webpages before they ap-
peared on major blacklists, including OpenPhish [8], PhishTank [1], and Google
Safe Browsing (GSB) [5].

Our key contributions are summarized as follows:

1. We propose PHISHXGRAPH, a phishing detection framework that models
HTML, JavaScript, network, and browser storage interactions as a cross-
layer interaction graph.

2. We demonstrate the superior performance of PHISHXGRAPH over state-of-
the-art phishing detection tools on 106K webpages.

3. We show that PHISHXGRAPH is robust against adversarial attacks and ef-
fective at identifying emerging phishing campaigns in the wild.

4. To support open science and reproducible research, we release PHISHX-
GRAPH at https://github.com/WebSec-Lab/PhishXGraph.
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2 Background and Related Work

We describe existing phishing detection approaches in three categories: blacklist-
based approaches, machine learning (ML)-based approaches, and reference-based
approaches.

Blacklist-based approaches. Blacklist-based approaches maintain lists of kn-
own phishing URLs and block access when a visited URL matches an entry [1,5].
However, such approaches suffer from an inherent limitation: they miss previ-
ously unseen phishing pages and are easily evaded through URL rotation [44].
Oest et al. [38] further showed that delays in blacklist updates leave users un-
protected during the early lifetime of a phishing page.

ML-based approaches. Numerous ML-based techniques have been proposed
to identify unknown phishing websites [24, 30, 35, 42, 48,50,52]. CANTINA [52]
and CANTINA-+ [50] incorporate TF-IDF content analysis, search engine val-
idation, and HTML/DOM indicators. Ma et al. [35] and Sahingoz et al. [42]
used lexical URL and host-based features. URLNet [24] learns character- and
word-level representations from URL strings using two CNN branches. Texcep-
tion [48] models URL strings with multi-scale convolutions over character and
word embeddings. StackModel [30] combines lexical URL features and HTML
structure features (tag-length statistics, hidden-element flags, link structure) into
a stacking ensemble.

Another recent line of research focuses on identifying phishing websites by

leveraging graph-level features [12, 16, 22, 36, 46, 49]. PhishGNN [12] models a
website as a hyperlink graph and combines it with URL features. BPE [22]
and LBP [16] propagate phishing labels over a heterogeneous network graph
via belief propagation, making detection depend on the hosting infrastructure.
GraPhish [36] instead constructs graphs from encrypted TLS traffic features to
detect phishing from network-level flows. HUGPhish [49] represents HTML con-
tent as graphs based on HTML tags, extracts graph embeddings with a GNN,
and combines them with URL and handcrafted HTML features. SpecularNet [46]
models the DOM as a tree together with the domain name and applies a hier-
archical graph autoencoder.
Reference-based approaches. There has been a surge of research on identify-
ing phishing websites using reference data from legitimate brands [10,29,32-34].
In general, these approaches compare a suspect page against a reference database
of brand resources collected from known legitimate websites. PhishZoo [10] uses
Scale-Invariant Feature Transform (SIFT) descriptors to match the visual ap-
pearance of a suspect page’s logo against reference logo profiles of legitimate
brands. Phishpedia [32] combines R-CNN logo localization with Siamese-network
brand matching. PhishIntention [33] extends Phishpedia by additionally incor-
porating a credential-request-page (CRP) classifier. DynaPhish [34] and Know-
Phish [29] extend this pipeline with dynamic knowledge expansion and large-
scale brand knowledge bases.

Table 1 summarizes the webpage resources considered by previous approaches.
Because these approaches detect phishing webpages by observing only a subset of
webpage resources, their detection capability has limited generalizability across
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Table 1: Surface coverage of phishing detection approaches. A v indicates that
the method extracts features from the corresponding resource, while A indicates
partial observation of that resource.

‘Webpage Resources Cross-resource

Category Research Work URL HTML JS Storage Network Image| Interactions

CANTINA [52]
CANTINA+ [50]
Ma et al. [35]
Sahingoz et al. [42]
URLNet [24]
Texception [48]
StackModel [30]
PhishGNN [12]
BPE [22]

LBP [16]
GraPhish [36]
HUGPhish [49]
SpecularNet [46]
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diverse phishing webpages and remains vulnerable to resource-specific adversar-
ial attacks. We discuss these limitations in detail in §3.

3 Motivation

Motivating example. Figure la shows an example of a phishing webpage
(metubel.Jcom) consisting of index.html and app.js. The page contains a login
form on Lines 2-5 in index.html. When a victim enters a password into the
input field on Line 3 and clicks the ‘Sign in’ button on Line 4, the onsubmit
JS event handler (Lines 1-6 in app. js) executes. The handler concatenates the
victim’s password with a value retrieved from localStorage® (Line 5) and sends
the combined value to the attacker’s web server via fetch (Line 3).

As shown in Table 1, previous approaches detect phishing webpages by ob-
serving only a subset of webpage resources. This design introduces two key lim-
itations: (1) lack of generalizability and (2) lack of robustness.

Limitation #1: lack of generalizability. Existing approaches ignore phishing pat-
terns manifested in resources outside their observation scope, and therefore have
limited generalizability across diverse phishing webpages (§5.3). For instance,
PhishIntention [33] observes URL information (e.g., metube[.]Jcom), HTML in-
formation (e.g., the login form and the password input field in Lines 2-5 of

3 Phishing pages often use browser storage for fingerprinting-based cloaking [43,51]
and multi-stage phishing orchestration [47,53].
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1 <html> // index.html

2 <form id="f" action="/login" method="POST">

3 <input name="pw" type="password">

4 <button>Sign in</button>

5 </form>

6 <script src="app.js"></script>

7 </html>

1 f.onsubmit = e => { . // app.js localStorage.sid Button
2 e.preventDefault(); Storage HTML
3 fetch("https://metube.com/c", {

4 method: "POST", — Structure .HTML

5 body: f.pw.value+"|"+localStorage.sid https:/metube.com/c... = E:ﬁ:; Ozzlv‘;t)rk
3 3, s Request —> Access @ Storage

(b) Cross-layer interaction graph repre-
sentation of Figure la. Node numbers
correspond to line numbers.

(a) An example of phishing webpage
(metube].]com).

Fig. 1: Motivating example.

index.html), and image information (e.g., brand-like visual elements shown on
the page). However, it does not observe the underlying phishing behavior ex-
pressed through JS execution (e.g., the onsubmit handler in Line 1 of app.js),
browser storage access (e.g., reading a value from localStorage in Line 5 of
app.js), or network communication (e.g., transmitting the sensitive data via
fetch in Line 3 of app.js).

Limitation #2: lack of robustness. Previous approaches are not robust against
resource-specific evasion attacks (§5.4). For example, URL-focused approaches
can be evaded when phishing pages use URL obfuscation techniques such as
URL shortening or the addition of legitimate-looking words [11,41]. Image-based
approaches are vulnerable to image-targeted attacks, including logo masking,
manipulation, and font substitution [17,19,40]. Approaches that rely on HTML-
level signals can likewise be evaded by modifying keywords, injecting benign text,
or altering tag structures without changing page functionality [11]. Notably, even
approaches that consider multiple resource types (e.g., PhishIntention [33]) can
still be bypassed by combining evasion attacks across those resources (§5.4).
Our approach. To overcome these limitations, we propose PHISHXGRAPH, a
robust phishing website detection framework. Our key idea is to detect phishing
behaviors not only by considering a broad set of webpage resource types (i.e.,
HTML, JS, network, and storage) but also by modeling the interactions among
them (Table 1).

In particular, PHISHXGRAPH leverages a cross-layer interaction graph that
represents the HTML, JS, storage, network activity of a webpage as a single
heterogeneous directed graph. Figure 1b illustrates the cross-layer interaction
graph corresponding to the phishing webpage in Figure 1la. We construct this
graph by dynamically recording the webpage’s behavior and creating nodes for
observed HTML, JS, storage, and network entities*. We then represent the rela-

4 Each node is annotated with attributes relevant to phishing detection, such as the
tag name for an HTML node and the destination URL for a Network node (§4.1).
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Fig. 2: PHISHXGRAPH workflow.

tionships among these entities as typed edges. For example, we use an Execute
edge to denote that an HTML node triggers app.js, an Access edge to denote
that app. js retrieves information from localStorage, and a Request edge to
denote that the script transmits data outward.

We then classify the webpage as phishing or benign using an ML model
trained on 101 features derived from these graphs. By jointly modeling relevant
webpage resources and the interactions that realize phishing flows, PHISHX-
GRAPH effectively distinguishes phishing webpages from benign ones while re-
maining robust against resource-specific adversarial attacks.

4 Design

In this section, we provide the design of PHISHXGRAPH. Figure 2 shows the
overall workflow of PHISHXGRAPH. PHISHXGRAPH @ constructs a cross-layer
interaction graph that captures the interactions among a webpage’s HTML,
JavaScript (JS), network requests, and storage operations; @ extracts graph-
derived features from this graph; @) trains an ML model on those features; and
@ uses the trained model to classify whether the webpage is phishing. Note that
model training (@) is performed offline on labeled webpages. Once training is
complete, classification (@) can be applied online to newly observed webpages.

We describe the graph representation (§4.1), its construction process (§4.2),
the 101 features extracted from the constructed graph (§4.3), and the ML model
used for phishing classification (§4.4).

4.1 Graph Representation

In the browser, a webpage is represented as a Document Object Model (DOM)
tree, which forms a hierarchy of HTML elements. PHISHXGRAPH augments this
tree with additional nodes and edges for network requests, JS execution, and
storage operations. The resulting heterogeneous directed graph captures cross-
layer interactions during page execution. Table 2 summarizes the node and edge
types used in our cross-layer interaction graph and their descriptions.

Nodes. The graph contains four node types: HTML, Script, Network, and Stor-
age. (1) HTML nodes represent DOM elements (e.g., form, input, anchor, and
image). Each HTML node is annotated with its attributes (e.g., src, action,
class, id, and a has_event_handler flag). (2) Script nodes represent both
<script> elements and dynamically loaded scripts. Each Script node is anno-
tated with attributes (e.g., src and an is_inline flag). (3) Network nodes
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Table 2: Node and edge types in the cross-layer interaction graph.

Category Type Description
HTML One node per DOM element in the page
Node Script One node per script entity
Network One node per unique requested URL
Storage One node per (storage type, key) item
Structure One edge per DOM parent—child relationship
Edee Execute One edge from a DOM element to its contained script
g Request One edge per observed HTTP(s) request
Access One edge per storage access, linked to the initiating script

represent distinct remote resources. We create one Network node per unique
URL requested during page execution, and each node records the URL, do-
main, resource_type, HTTP status, and an is_third_party flag. (4) Storage
nodes represent individual storage items. We create one Storage node per (stor-
age type, key) tuple, where the storage type can be a cookie, localStorage, or
sessionStorage.

Edges. The graph contains four types of directed edges: Structure, Execute, Re-
quest, and Access. (1) Structure edges reflect the DOM parent—child relationship.
(2) Execute edges connect an HTML node to its corresponding Script node; for
dynamically loaded scripts, the edge originates from the initiating Script node.
(3) Request edges represent HTTP requests. We create one Request edge per
observed request from the initiating node to the corresponding Network node.
For redirects (i.e., HT'TP 3xx responses), a Request edge connects the original
Network node to the redirected one, yielding a Network-to-Network edge. (4) Ac-
cess edges represent storage read and write operations. Each access by a script
produces an edge from the corresponding Script node to the accessed Storage
node, where the initiating script is identified from the captured call stack.

4.2 Graph Construction

The cross-layer interaction graph is constructed dynamically during a webpage
visit in Chromium. Specifically, PHISHXGRAPH uses the Playwright [9] together
with the Chrome DevTools Protocol (CDP) [4] to capture all four layers and
their interactions. Below, we describe how the nodes and edges for each layer
are constructed.

Building the HTML layer. We build the HTML layer from the rendered
DOM after the page completes its initial dynamic loading and JS execution.
We then parse the DOM with BeautifulSoup [2] to construct HTML nodes and
Structure edges. Capturing the rendered DOM is important because phishing
websites often use JS to dynamically inject or modify phishing content, including
credential forms, to evade static analysis [51].

Building the JS layer. Each <script> tag becomes a Script node linked to its
containing HTML node. For dynamically loaded scripts, we identify script-type
network requests that are not associated with any <script> tag in the rendered



8 J. Bae et al.

Table 3: Feature categories extracted from the cross-layer interaction graph.

Category Subcategory # Features Description
URL lexical 19 URL structure and special-symbol indicators
Content URL entropy/token 5 URL randomness and suspicious-token indicators
(42) HTML phishing cue 8 Phishing-related HTML-level cues
HTML content 10 General HTML-level properties
Graph topology 9 Overall graph shape (density, connectivity)
DOM shape 4 Overall DOM-tree shape (depth, breadth)
Structural X .
(43) Centrality /hierarchy 12 Structural role of nodes
Node type distribution 11 Cross-layer node composition
Edge type distribution 7 Cross-layer edge composition
. Subgraph/path 8 Form reachability and exfiltration path lengths
Behavioral . . . . .
(16) Edge interaction 2 Direct and reachable suspicious connections
Data flow 6 Exfiltration and redirect patterns
Total 101

DOM. We then create a corresponding Script node for each such request and
connect it to the Script node that initiated the load.

Building the network layer. We construct Network nodes from actual HTTP
requests observed in Chromium, rather than from statically parsed HTML URLs.
This includes XMLHttpRequest (XHR), fetch, and beacon requests issued by JS,
which are common exfiltration channels in modern phishing pages [28]. Requests
to the same URL are merged into a single Network node. For each observed
request, we create a Request edge from its initiator, i.e., the referencing HTML
node or the initiating Script node, to that corresponding Network node. We also
preserve 3xx redirect chains between successive Network nodes.

Building the storage layer. We inject a JS hook before page execution to
monitor accesses to browser storage APIs, including document . cookie, local-
Storage, and sessionStorage, and record each access together with its call
stack. We create a distinct Storage node for each encountered (storage type,
key) tuple, and each observed access creates an Access edge from the corre-
sponding Script node to that Storage node. This key-level granularity allows
PHISHXGRAPH to distinguish legitimate session management from suspicious
behavior, such as a script reading a cookie immediately before issuing an exter-
nal request.

4.3 Feature Extraction

PuISHXGRAPH extracts 101 features from the cross-layer interaction graph.
These features are organized into three categories: (1) content, (2) structural,
and (3) behavioral. Table 3 summarizes these categories. Table 9 in Appendix
presents 35 of the 101 features®. We now describe each category in detail.

Content features (42). Content features capture properties of individual re-
sources. In detail, they are derived primarily from the attributes of URL and

5 The full list of 101 features is available at https://github.com/WebSec-Lab/
PhishXGraph
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HTML nodes. URL lexical captures the structural characteristics of URLs, such
as the URL length (url_length) and the presence of special symbols (has_at_s-
ymbol). URL entropy/token features capture the randomness of URL strings
(e.g., URL’s Shannon entropy) or the presence of suspicious tokens (e.g.,* lo-
gin”). Together, these features capture URL patterns commonly associated with
phishing, including unusually long, irregular, or raw-IP URLs [24, 35].

HTML phishing cue features capture phishing-related cues from DOM-level

information. For example, this subcategory records whether the page contains
credential-related terms (e.g., “login”) and brand-related keywords (e.g., “pay-
pal”) [29,50,52]. In contrast, HTML content features capture more general DOM-
level properties, such as the overall document length (html_length) and the
character length of <title> text (title_length).
Structural features (43). Structural features describe relationships between
nodes, capturing the graph structure and the interactions among different layers.
Graph topology features summarize the overall shape of the graph. For example,
they characterize the density (graph_density) and connectivity (average_de-
gree_connectivity) of the cross-layer graph. DOM shape features characterize
the overall shape of the DOM tree, such as its maximum depth and breadth.
Centrality /hierarchy features quantify the structural role of each node in the
cross-layer graph. This subcategory captures summary statistics of node cen-
trality (mean, max, and min) as well as the numbers of ancestors/descendants
associated with each node.

Node and edge type distributions capture how node and edge types are dis-
tributed in the graph, such as the fraction of HTML nodes (html_node_ratio)
and the fraction of Execute edges (execute_edge_ratio). They also measure the
fraction of redirect edges (redirect_edge_ratio) and the fraction of requests
sent to cross-domain destinations (cross_domain_edge_ratio).

Note that structural features are designed to capture fundamental structural
differences between phishing and legitimate webpages, including graph density,
graph depth, and the concentration pattern of outgoing requests. Indeed, our re-
sults show that many of these features contribute substantially to discriminating
between the two classes (§5.2 and §5.5).

Behavioral features (16). Behavioral features capture suspicious multi-layer
data flows in the graph, especially end-to-end exfiltration patterns. Subgraph/path
features characterize the prominence of the form-related subgraph, for example,
how many nodes it reaches, how deep the form subtree is, and how far input
nodes are from the document root. Edge interaction and data flow features fur-
ther capture phishing behaviors by checking whether suspicious cross-layer paths
exist, such as paths from forms or storage nodes to outgoing network requests.

4.4 Classification Model

PHISHXGRAPH classifies each webpage using a 101-dimensional feature vector
derived from the cross-layer interaction graph. We use gradient-boosted decision
trees (XGBoost [13]) as the classifier. Given the feature vector, the classifier
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outputs both a binary label and a phishing probability, allowing downstream
systems to apply task-specific decision thresholds.

5 Evaluation

We now evaluate PHISHXGRAPH to answer the following research questions:

RQ1. How accurately does PHISHXGRAPH detect phishing webpages? (§5.2)

— RQ2. How does PHISHXGRAPH perform compared with state-of-the-art ap-
proaches in terms of detecting phishing websites? (§5.3)

— RQ3. How robust is PHISHXGRAPH against evasion attacks? (§5.4)

RQ4. Do individual components of PHISHXGRAPH affect the effectiveness of

detection? (§5.5)

— RQ5. Can PHISHXGRAPH detect emerging phishing campaigns in the wild

ahead of existing blacklists? (§5.6)

5.1 Experimental Setup

We conduct all experiments on a server running Ubuntu 24.04 with an Intel
Xeon Platinum 8460Y+ CPU (160 cores) and 512 GB of main memory.
Implementation. We implement PHISHXGRAPH in Python 3.10. We use Play-
wright for graph construction and XGBoost for classification. The graph con-
struction pipeline captures the rendered DOM, dynamically loaded resources,
runtime network requests, and storage operations (§4.2). We set the graph con-
struction timeout to 30 seconds per webpage. On average, each crawl takes 15.2
seconds per page from page visit to feature extraction.

Dataset. We construct a balanced dataset of 53K phishing and 53K benign
pages. Phishing samples are collected from PhishTank [1] and OpenPhish [§]
over a four-month period (Jan—Apr 2026). Benign samples are collected from
the Tranco top-55K list [6,25]. We adopt an 80/20 stratified train/test split,
preserving the class distribution across both partitions. We then perform 5-
fold cross-validation on the 80% training set, while reserving the 20% test set
exclusively for final evaluation.

5.2 Detection Performance and Feature Analysis

We evaluate how accurately PHISHXGRAPH detects phishing pages. As shown
in the last row of Table 5, PHISHXGRAPH achieves 98.64% accuracy, 98.39%
precision, 96.19% recall, and 97.28% F1 score. We observed that PHISHX GRAPH
produces 138 false positives (FPs) and 385 false negatives (FNs). To better
understand these errors, we manually examined each misclassified case and an-
alyzed the root causes of misclassification.

FPs. PHISHXGRAPH misclassified 138 legitimate webpages as phishing. A com-
mon pattern across these FPs is that, when visited by our crawler, the pages were
only partially rendered because of bot checks, CAPTCHAS, consent windows,
which obscured the original content. As a result, the observed graph structure
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Table 4: Top-20 features ranked by XGBoost average gain. The Category column
indicates content (C), structural (S), or behavioral (B).

# Feature Category Gain ‘# Feature Category Gain
1 url_length C 0.1057 11 descendants_std S 0.0323
2 num_url_tokens C 0.0990 12 graph_density S 0.0322
3 request_node_ratio S 0.0860 13 graph_clustering_coefficient S 0.0322
4 closeness_cent_std S 0.0826 14 cross_domain_edge_ratio S 0.0322
5 request_edge_ratio S 0.0801 15 resource_dep_depth B 0.0221
6 closeness_cent_max S 0.0716 16 title_length C 0.0119
7 avg_edge_type_entropy S 0.0458 17 average_degree_connectivity S 0.0118
8 html_length C 0.0363 |18 script_node_ratio S 0.0018
9 ancestor_max S 0.0333 19 structure_edge_ratio S 0.0017

10 descendants_max S 0.0327 20 ancestors_mean S 0.0011

of these pages deviated from that of typical legitimate webpages. Interestingly,
120 of the 138 FPs (87%) were government portals under *.gov.* domains.
These pages also exhibited URL-level characteristics that overlap with phishing
signals, such as government-related keywords, long URLs, and multiple dots,
which likely further contributed to the misclassifications.
FNs. PHISHXGRAPH missed 385 phishing webpages. A common root cause is
that, across all observed resource types (HTML, script, network, storage), their
graphs are structurally and content-wise indistinguishable from those of legiti-
mate sites. These cases fall into four recurring patterns: (1) 170 (44%) are hosted
on legitimate platform subdomains (e.g., publisher[.Jmicrosoftstart[.Jcom); (2) 88
(23%) are self-hosted but filled with benign-looking content so that their DOM
matches the size distribution of legitimate sites; (3) 81 (21%) are multi-stage
phishing kits in which the credential-harvesting step appears only after several
user interactions; and (4) 46 (12%) return near-empty or cloaked responses.
We observed that 44% of FPs and 78% of FNs received phishing probabilities
within +0.015 of the decision threshold. This suggests that webpages near the
threshold form an uncertain region in which phishing and legitimate webpages
are difficult to distinguish, even with cross-layer interaction graph features. At
the same time, this near-threshold region can serve as a useful signal for priori-
tizing manual review.
Feature importance analysis. Table 4 lists the top 20 features that contribute
most to distinguishing phishing webpages from legitimate ones. We rank features
by XGBoost average gain [13], which measures the mean reduction in classifi-
cation error contributed by a feature. We observed that the gains of the top 20
features are distributed across all three feature categories: 15 structural features
(67.7%), four content features (29.7%), and a single behavioral feature (2.6%).
Structural features capture fundamental structural patterns of the webpage
and therefore play an important role in robust classification. We observed that
phishing webpages tend to form flatter /shallower graphs centered around creden-
tial collection, whereas legitimate webpages tend to form deeper/denser graphs
with richer structure. Features such as graph_density and graph_clusteri-
ng_coefficient capture this difference. Also, in general, legitimate webpages
often communicate with many third-party services, while phishing webpages usu-
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Table 5: Overall detection performance of PHISHXGRAPH and the state-of-the-
art phishing detectors.

Category Tool Accuracy Precision Recall F1 score
URLNet [24] 94.90% 94.99% 90.59% 92.74%

ML-based Approaches LBP [16] 88.00% 93.38% 76.48% 84.10%
StackModel [30] 94.52% 90.11% 89.26% 89.68%

Reference-based Approaches Phishpedia [32] 84.27% 83.40% 69.06% 75.56%
PP PhishIntention [33]  90.41% 79.64%  69.57%  T4.27T%

Cross-layer Graph (Ours) PHISHXGRAPH 98.64% 98.39%  96.19% 97.28%

ally send only a few requests, often to attacker-controlled endpoints. Features
such as request_node_ratio, request_edge_ratio, and cross_domain_edge-
_ratio help distinguish the two classes.

Among the content features, url_length and num_url_tokens (ranked 1st
and 2nd) contribute strongly to classification, because phishing webpages often
exhibit longer and more tokenized URLs [24, 35,42,48]. Similarly, html_length
and title_length (ranked 8th and 16th) are highly informative, because cre-
dential-harvesting pages tend to contain less HTML content and shorter titles
than legitimate webpages [31,37,50,52].

The sole behavioral feature in the top 20 is resource_dep_depth (ranked
15th), which captures the length of the longest request-dependency chain. Note
that the contribution of behavioral features becomes most apparent when they
are combined with other feature categories, where they provide complementary
signals (§5.5).

5.3 Comparison with State-of-the-Art Phishing Detectors

We compared PHISHXGRAPH against five baselines, including three ML-based
approaches (URLNet [24], LBP [16], and StackModel [30]) and two reference-
based approaches (Phishpedia [32] and PhishIntention [33]). All baselines were
trained and evaluated on the same dataset and under the same experimental
setting as PHISHX GRAPH.

Table 5 presents the overall comparison results between PHISHXGRAPH and
other approaches. The results clearly show that PHISHXGRAPH outperforms
all baselines: compared with PHISHXGRAPH, prior approaches exhibit average
performance drops of 14.01% in F1 score and 8.22% in accuracy on average.
ML-based approaches. URLNet and LBP both learn lexical patterns from
phishing URLs. Because they rely solely on URL information among the many
webpage resources, they suffer an average F1 score drop of 8.86% compared
with PHISHXGRAPH. StackModel extracts feature vectors from both the URL
and HTML content, achieving 94.52% accuracy, but still shows a 7.6% F1 score
drop. Notably, URLNet, LBP, and StackModel capture only a subset of the
content features modeled by PHISHXGRAPH. Consequently, they cannot capture
phishing behaviors that arise across multiple resources and their interactions.
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Table 6: Attack success rate for each attack scenario against phishing detection
baselines.

Tool Attack Scenario
URL HTML Logo \URL+HTML URL+Logo HTML+Logo\URL+HTML+L0go

URLNet 22.45% - - 22.45% 22.45% - 22.45%
LBP 32.10% 32.10% 32.10% 32.10%
StackModel 7.67% 18.77% - 24.48% 7.67% 18.77% 28.45%
Phishpedia 0.04% - 37.80% 0.04% 32.52% 32.86% 32.55%
PhishIntention | 0.01% 9.50% 30.61% 9.48% 24.42% 24.42% 24.42%
PuisHXGRAPH| 1.32% 3.11% 0.00% | 4.15% 1.32% 3.11% 4.95%

Reference-based approaches. Phishpedia and PhishIntention rely on recog-
nizable brand cues to match a suspect page against reference data from legitimate
brands. When such cues are absent, weak, or hard to localize, their detection
performance degrades substantially [19]. This limitation is reflected in our eval-
uation: Phishpedia and PhishIntention achieve 69.06% and 69.57% recall.

In summary, phishing webpages are too diverse to be reliably handled by
prior approaches that observe only one or a few webpage surfaces. In con-
trast, PHISHXGRAPH considers all relevant webpage resources together with
their cross-layer interactions and represents them in a generalizable form as a
cross-layer interaction graph. This enables PHISHXGRAPH to effectively distin-
guish phishing webpages from benign ones across diverse phishing patterns.

5.4 Robustness Analysis

We evaluate the robustness of each phishing detection tool against 10 adversarial
phishing evasion attacks [11,17, 19, 40, 41]. We organize these attacks by the
perturbed surface: three URL attacks [11,41], four HTML attacks [11, 23, 45],
and three image (logo-based) attacks [17,19,40]. Table 8 in Appendix summarizes
the 10 attack variants considered in our evaluation.

For each of the 10 evasion attacks, we generated six adversarial samples for
each phishing webpage in the test set. We then evaluated each detection tool
on these samples and measured the attack success rate, i.e., the fraction of true
positive phishing samples that are misclassified as benign after evasion. In par-
ticular, we measure aggregated attack success rate for each perturbation surface,
namely URL, HTML, and logo, by jointly considering all attacks generated on
that surface. We also consider more sophisticated evasion attacks by combining
multiple surfaces, such as URL+HTML and URL+HTML-+logo.

Table 6 presents the attack success rate of PHISHXGRAPH and other ap-
proaches under various evasion attacks. Lower attack success rate indicates
stronger robustness. The symbol — means that the corresponding attack surface
is not considered by the detection tool, so attack success rate on that surface is
not meaningful.

We observed that all baselines are highly vulnerable when attacks target
the resources they primarily use for detection. For example, URLNet shows
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Table 7: Results for PHISHXGRAPH’s ablated variants. The capitals in Configu-
ration column indicate content (C), structural (S), or behavioral (B).

Configuration Accuracy Precision Recall F1 Score

Feature Category Ablation

C only (42) 92.57% 95.89% 92.26% 94.04%
S only (43) 91.88% 94.79% 93.98% 94.38%
B only (16) 86.28% 90.66% 87.55% 89.08%
C+S (85) 94.84% 94.94% 95.28% 95.11%
C+B (58) 93.58% 92.90% 93.26% 93.08%
S+B (59) 96.06% 95.94% 96.05% 95.99%
C+S+B (101) 98.64% 98.39% 96.19% 97.28%
ML Classifier Selection

Random Forest 98.60% 96.39% 97.18% 96.78%
SVM 98.42% 96.39% 95.80% 96.09%
MLP 96.50% 95.06% 94.24% 94.65%
XGBoost 98.64% 98.39% 96.19% 97.28%

a high attack success rate of 22.45% against URL-based evasion attacks, while
Phishpedia reaches 37.80% against logo-based evasion attacks. Even worse, when
evasion attacks are combined across multiple surfaces, the attack success rate
increases substantially. In particular, for StackModel, which observes URL and
HTML information, the attack success rate under the fully combined attack
reaches 28.45%, making evasion much easier.

In contrast, PHISHXGRAPH jointly models not only all three resources but
also the interactions among them, enabling it to capture more fundamental char-
acteristics of webpages. As a result, it remains robust against both surface-
specific attacks and combined attacks across multiple surfaces, with overall at-
tack success rate staying below 4.96%. This demonstrates that phishing detection
based on cross-layer interaction graphs is highly robust to adversarial attacks.

5.5 Ablation Study

We evaluate the effectiveness of (1) the feature categories and (2) the ML clas-
sifier used in PHISHXGRAPH. For the feature category analysis, we compare
PHISHXGRAPH (i.e., content-+structural+behavioral) against ablation variants
that use each category in isolation (e.g., content only) or in partial combinations
(e.g., content+structural). For the ML classifier analysis, we compare XGBoost
with Random Forest, Support Vector Machine (SVM), and MLP (Multi-Layer
Perceptron).

Table 7 presents the comparison results between PHISHXGRAPH and its ab-
lated variants. We observe that the content-only and structural-only variants
achieve F1 scores of 94.04% and 94.38%, respectively. This result shows that
strong detection performance comes not only from modeling the content of in-
dividual resources, but also from capturing the interactions among resources.

Although the behavioral-only variant achieves a relatively lower F1 score
of 89.08%, its full benefit emerges when it is combined with the other feature
categories. These results indicate that the three feature categories are comple-
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Fig. 3: Detection time of PHISHXGRAPH and blacklists (OpenPhish, PhishTank,

and Google Safe Browsing) in a 15-day real-world deployment.
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mentary. By integrating all feature categories, PHISHXGRAPH can robustly and
generally distinguish phishing webpages from legitimate ones.

In the classifier comparison, XGBoost achieves the strongest overall per-
formance. While Random Forest and SVM yield slightly higher precision, the
margin is only about 0.2%. Because the ranking is otherwise stable across all
metrics, we use XGBoost as the default classifier in PHISHXGRAPH.

5.6 Emerging Phishing Website Detection

We now evaluate the practicality of PHISHXGRAPH by examining whether it can
identify emerging phishing websites ahead of existing blacklists, OpenPhish [§],
PhishTank [1], and Google Safe Browsing (GSB) [5]. To this end, we monitored
emerging websites collected via CertStream [3] over a 15-day period. CertStream
provides a real-time stream of TLS certificates issued through Certificate Trans-
parency logs [39]. This stream enables PHISHXGRAPH to perform proactive clas-
sification in near real time.

Over the 15-day period, PHISHXGRAPH identified 2,385 phishing webpages
from 254,283 emerging websites. Of these, 1,852 were confirmed as phishing
because they were listed in at least one of PhishTank, OpenPhish, and GSB.
The remaining webpages were no longer available at the time of our verification,
likely due to the short lifespan of phishing webpages [27,39].

For the 1,852 confirmed phishing webpages, we compared the elapsed time
from emergence to PHISHXGRAPH’s detection against the elapsed time from
emergence to listing by existing blacklists. As shown in Figure 3, PHISHXGRAPH
identified emerging phishing webpages earlier: on average, it flagged a phishing
webpage 14 minutes after emergence, whereas the same URLs appeared on a
blacklist 36 minutes later. PHISHXGRAPH identified 1,636 webpages within 15
minutes, whereas blacklists required 44 minutes to reach the same count.

Notably, among the 1,852 confirmed phishing webpages, PHISHXGRAPH de-
tected 1,716 earlier than blacklists. These results demonstrate that PHISHX-
GRAPH can substantially support blacklist maintenance and shorten the period
during which end users remain exposed to phishing webpages [38].
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6 Discussion

Deployment. PHISHXGRAPH is primarily designed for the efficient, proactive
discovery of previously unknown phishing webpages, thereby assisting blacklist
compilation and maintenance. PHISHXGRAPH takes 16.6 seconds on average
per webpage. This end-to-end latency includes page visit, rendering wait time,
graph construction, feature extraction, and model inference. For optimized real-
time blocking, a more lightweight detection pipeline (e.g., through feature re-
duction [26]) is needed; we leave this to future work.

Interaction-gated content. Our analysis of FPs and FNs reveals a recurring
pattern: many errors arise when webpages expose only partial content to our
crawler, for example until form submission or consent clicks. In such cases, the
partially observed page can resemble a legitimate webpage, leading to FNs, or
a phishing webpage, leading to FPs. To mitigate this limitation, one promising
future direction is to augment PHISHXGRAPH with automated user interaction
simulation [14]. This could expose hidden phishing stages and better capture the
functional intent of phishing webpages [28].

Potential FPs and FNs. When attackers adversarially mimic the behavior
and structure of benign webpages, PHISHX GRAPH may be bypassed. Conversely,
when benign webpages exhibit behavior and structure similar to phishing web-
pages, PHISHXGRAPH may produce FPs. Reducing such FPs and FNs requires
richer content and behavioral features to better capture the underlying intent of
a webpage. Leveraging LLMs to capture such deeper intent would be an inter-
esting direction, which we leave for future work.

7 Conclusion

We presented PHISHXGRAPH, the phishing detection framework that leverages
cross-layer interaction graphs to model the underlying functional and structural
properties of webpages. By moving beyond restricted-surface analysis, PHISHX-
GRAPH captures the phishing patterns in the interactions and data flows across
HTML, JavaScript, storage, and network layers. Our evaluation shows that
PHISHXGRAPH significantly outperforms state-of-the-art baselines, achieving a
97.28% F1 score. Under adversarial attacks, PHISHX GRAPH achieves the lowest
attack success rate, averaging 2.57% compared with 21.58% for the baselines.
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A Appendix

Table 8: Evasion attacks used in the robustness study, grouped into three attack
surfaces and 10 variants.
Attack Surface Attack Variant

URL shortening [11]
URL combosquatting [41]
TLD substitution [41]

Variant Explanation

Substitute with a shortened URL
Substitute path or subdomain
Substitute TLD

URL Perturbation

Inject invisible links [11] Add invisible internal link

Object ratio manipulation [11] Add dummy tags

DOM structure manipulation [23] Add benign DOM node or text

Input Obfuscation [45] Modify input type from password to text

Mask 50% of logo
15° rotation
DejaVu Sans re-render

HTML Perturbation

Logo masking [40]
Logo manipulation [19]
Font substitution [17]

Logo Perturbation

Table 9: (Selected) list of features, grouped by category and subcategory. Type
column indicates continuous (C), integer (I), or binary (B) values.

# Feature Name Type Definition

Content features (42)
URL Lexical (19)

1 url_length 1 Number of characters in the URL

2 has_at_symbol B URL contains ‘@’

URL Entropy & Token (5)

3 url_entropy C Shannon entropy of the URL’s character distribution

4 num_url_tokens 1 Token count after splitting on delimiters and filtering stop words

(e.g., http, https, www, com, net, html, php, etc.)
HTML Phishing Cue (8)
5 urgency_keyword_ratio C Ratio of DOM tags containing urgency language (e.g., verify, sus-
pend, expire, urgent, locked, unauthorized, etc.)

HTML Content (10)

6 html_length 1 Total length of the rendered HTML source

7 title_length I Character length of <title> text

Structural features (43)

Graph Topology (9)

8 graph_density C Ratio of edges to all possible directed edges

9 graph_clustering_coefficient C Average clustering coefficient (undirected)

10 average_degree_connectivity C Mean of the average neighbor degree per degree class

DOM Shape (4)
11 dom_depth_max I Maximum depth of the DOM tree via structure edges
12 dom_breadth_max I Maximum number of children of any HTML node

Centrality & Hierarchy (12)

13 closeness_centrality_std C Std. dev. of closeness centrality

14 closeness_centrality_max C Maximum closeness centrality

15 ancestors_mean c Mean ancestor count per node (directed)

16 ancestors_max I Maximum ancestor count

17 descendants_std C Std. dev. of descendant counts

18 descendants_max I Maximum descendant count

Node Type Distribution (11)

19 html_node_ratio C Fraction of nodes of type html
20 script_node_ratio C Fraction of nodes of type script
21 request_node_ratio C Fraction of nodes of type network

Edge Type Distribution (7)
22 structure_edge_ratio C Fraction of edges of type structure
23 request_edge_ratio (¢} Fraction of edges of type request
24 execute_edge_ratio C Fraction of edges of type execute
25 redirect_edge_ratio fe] Fraction of all edges that are redirect requests
26 cross_domain_edge_ratio C Fraction of request edges targeting third-party domains
27 avg_edge_type_entropy C Shannon entropy of the edge type distribution
Behavioral features (16)

Subgraph & Path Analysis (8)
28 form_subgraph_depth 1 Max depth of form subtrees along structure edges
29 input_to_root_avg_distance c Avg. shortest path from input nodes to root (reversed graph)
30 script_to_input_path_length (¢} Avg. shortest path from JavaScript nodes to input nodes
31 resource_dependency_depth 1 Max depth of chained request—request edges (incl. redirects)
Edge Interaction Patterns (2)
32 form_to_external_edge B Any form node has a direct third-party request successor
33 script_to_form_path_exists B Any JavaScript node can reach a form node via a directed path
Data Flow (6)
34 form_data_exfil_path B Directed path from form — third-party request
35 input_to_request_flow B Directed path from input — any request
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